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Regarding the relevant areas to be covered by a Compendium on

“Legal and Regulatory Framework Relevant to the Operation of Electronic Commerce in Countries of the Western Hemisphere”

I.   Legal/Regulatory Framework

A. How would you characterize the approach your country takes with respect to the following issues:

(In the case where there is more than one approach, please indicate which of these are most relevant).

Legislation*
Regulation*    Self-regulation**   No approach defined

1. The promotion of  electronic commerce   Argentina,
   Chile

 Bolivia

Bolivia, Colombia, Costa 

and/or the Internet



  Chile, Peru

 

 
Rica, Mexico, Uruguay, 

Venezuela


2.    The taxation of electronic commerce 






Argentina, Bolivia, Chile, 

        transactions

  


   _______
    _____                 ______

Colombia Costa Rica,












Mexico, Peru, Uruguay, 

Venezuela
  

3.    The protection of consumer interests
 Argentina, Canada,




Bolivia,
Costa Rica, 

       (against fraud/cybercrime)
  
 Chile, Colombia,    
       ______
     _______
Venezuela

 




 Mexico, Peru, 

 Uruguay


4.    The protection of privacy in electronic
 Canada
,


  
Argentina,
             
Bolivia, Chile, Colombia

transactions


 Mexico,
      
     _____
  
Bolivia, 
       
Costa Rica, Peru, Venezuela




 Uruguay



Canada

 
5.    Enforcement of electronic contracts, 
 Argentina
,     
      Chile,
  
Canada

Bolivia, Colombia,
       digital signatures, and authentication
 Uruguay 

    Mexico

            
Costa Rica, Peru

6.    The protection of intellectual property 
 Argentina, 
      Canada
  
Canada, 

Bolivia, Costa Rica

       rights in electronic commerce

 Canada, Colombia,

  
Chile
 Mexico, Peru, 

 Uruguay
   
                

7.    Security and encryption


 Argentina 
       Mexico 
   _______

Bolivia, Chile, Colombia, 






 





Costa Rica, Peru, Uruguay, 

Venezuela 

8.   Certification processes


 Argentina
      
       Mexico 
   Canada  

Bolivia, Chile, Colombia,











Costa Rica, Peru, Uruguay, 

Venezuela
(* In the case where legislation and/or regulations exist, please provide additional information as requested in B).

(** Self-regulation refers to efforts by the private sector/individual industries to develop principles, guidelines, codes of conduct or any other form of regulating their behaviour in any of the above areas, but for which no applicable laws exist).

B.  For categories 1-8 under A for which legislation/regulations exist, please provide the following information: 


(i)   the title of the legislation


(ii)  the sectors covered (if applicable)


(iii) the date of entry into force


(iv) a summary description of the applicable law(s) or regulation(s).  

(Note: If you wish, you may submit a copy of the legislation in addition to the summary) 

Also, please indicate whether the laws or regulations are new, or whether they represent changes to already existing legislation or regulations.

ARGENTINA

(i)   Title of the legislation

 
1. Promotion of electronic commerce and/or the Internet

Resolution No. 412/99 Min. Econ; Exec. Decree No. 554/97; Exec. Decree No. 1018\98; Exec. Decree No. 264/98; SC Resolution No. 2765/97; SC Resolution No. 2814/97; and a legislative bill on the creation of a National Intranet. 

3. Protection of consumer interests (against fraud/cybercrime)

Law No. 24240, Decree No. 1279/97; SC Resolution No. 1235\98; Article 42 of the Constitution; Art. 43 of the Constitution, “Habeas Data.”

4. Protection of privacy in electronic transactions

A ruling has been handed down equating e-mail with correspondence.

5. Enforcement of electronic contracts, digital signatures, and authentication

Law 24.624; Exec. Decree No. 427/98; SFP Resolution No. 194/98; SFP Resolution No. 212/98; Draft bill for the Digital Signature Law.

6. Protection of intellectual property in electronic commerce

Standard 25.036 or the “Software Law.”

7. Security and encryption
Exec. Decree No. 427/98.

8. Certification processes

Exec. Decree No. 427/98

(ii)  Sectors covered (if applicable)

1. Promotion of electronic commerce and/or the Internet




    Resolution No. 412/99 Min. Econ: Public sector


    Exec. Decree No. 554/97: Public and private sectors

                  Exec. Decree No. 1018\98 SC: Public and private sectors

    Exec. Decree No. 264/98: Public and private sectors

    SC Resolution No. 2765/97: Public and private sectors

    SC Resolution No. 2814/97: Public and private sectors

3. Protection of consumer interests (against fraud/cybercrime)

    Law No. 24240: Public and private sectors

    Decree No. 1279/97: Public and private sectors

    SC Resolution No. 1235\98: Public and private sectors

    Article 42 of the Constitution: Public and private sectors

    Art. 43 of the Constitution, “Habeas Data”: Public and private sectors

4. Protection of privacy in electronic transactions

    Ruling: Public and private sectors

5. Enforcement of electronic contracts, digital signatures, and authentication

    Law 24.624: Public sector

    Decree No. 427/98: Public sector

    SFP Resolution No. 194/98: Public sector

    SFP Resolution No. 212/98: Public sector

    Draft bill for the Digital Signature Law: Public and private sectors


6. Protection of intellectual property in electronic commerce

                  Standard 25.036 or the “Software Law”: Public and private sectors

7. Security and encryption

                  Exec. Decree No. 427/98: Public sector

8. Certification processes

    Exec. Decree No. 427/98: Public sector

(iii) Date of entry into force


1. Promotion of electronic commerce and/or the Internet




                  Resolution. No. 412/99 Min. Econ: 8 April 1999


    Exec. Decree No. 554/97: 23 June 1997 B.O.

                  Exec. Decree No. 1018/98: 7 September 1998 B.O.


    Exec. Decree No. 264/98: 10 March 1998

    SC Resolution No. 2765/97: 25 September 1997 B.O.

    SC Resolution No.2814/97: 25 September 1997 B.O.


3. Protection of consumer interests (against fraud/cybercrime)

    Law No. 24240: 15 October 1993 B.O.


    Decree. No. 1279/97: 1 December de 1997 B.O.


    SC Resolution No. 1235\98: 22 May 1998


    Article 42 of the Constitution: last constitutional amendment, 1994.

                  Article 43 of the Constitution: last constitutional amendment, 1994.

4. Protection of privacy in electronic transactions

                  Ruling.


5. Enforcement of electronic contracts, digital signatures, and authentication

                  Exec. Decree No. 427/98: 16 April 1998.

    SFP Resolution No. 194/98: 4 December 1998

    SFP Resolution No. 212/98: 6 January 1999

                  Law 24.624: 29 December 1995 B.O.

                  Draft bill for the Digital Signature Law: the drafting committee concluded its work in April 1999.


6. Protection of intellectual property in electronic commerce

                  Standard 25.036: November 1998.


7. Security and encryption

                  Exec. Decree No. 427/98: 16 April 1998.


8. Certification processes

                  Exec. Decree No. 427/98: 16 April 1998.

(iv)  Summary description of the applicable law(s) or regulation(s)


1. Promotion of electronic commerce and/or the Internet
Resolution No. 412/99 Min. Econ: Adopts the recommendations made by the ministry’s working group on electronic commerce and foreign trade. Makes recommendations to different government areas regarding the design of public policies for promoting the development of electronic commerce.

Exec. Decree No. 554/97: Declares access to the Internet, under conditions of social and geographical equality, to be a matter of national interest. (a) Authority for enforcement. (b) Strategic plan. (c) Objectives. Educational goals. Power to enter into agreements. (d) Network characteristics and functions. (e) Definition in terms of content. (Copy of original attached.)

Exec. Decree No. 1018\98: Program: “argentin@internet.todos.” Objectives: (a) Working for universal access to the telecommunications infrastructure. (b) Promoting universal Internet access. (c) Building Community Technology Centers. (d) Agreement with the ITU for developing the program. (e) Contribution of 12 million to the national treasury. Includes several projects (copy of original attached):

Community Technology Centers: These CTCs are self-supported, self-managing community service poles for the introduction of information technologies such as e-mail, fax, teleconferencing, virtual libraries, public telephony, on-line chat channels, electronic commerce technologies, etc. A thousand CTCs will be set up during the current year. At present, and in conjunction with the International Telecommunications Union (ITU), a bidding process is being conducted to select the company that will be responsible for installing the CTCs and bringing them on line.

Internet 2 Argentina: A specialized, high-speed, high-capacity information transfer network for the scientific and academic communities, to be developed with contributions from national and private universities, research institutes, telecommunications and computer science companies, and content providers.

National Telemedicine Network: Allows interconnections between public academic and clinical facilities located in different parts of the country for them to provide remote medical attention and education.

Virtual Classrooms: This program aims at using telecommunications technology as a source of information support in the country’s different educational areas, universities, and institutes of further education.

Public Libraries: Will allow telephone lines with differential access and Internet access to be installed in more than 1500 public libraries and enable the CONABIB’s 31 mobile libraries to be equipped with communications services.

Virtual Museums: Intended to make the cultural heritage currently held by the museums of the Secretariat of National Culture available over the Internet.

Digital Mobile: Intended to heighten awareness of new data-processing technologies; involves a traveling bus that visits places where new multimedia usage habits need to be promoted.
Cybercities: Promotes the use of interactive and multimedia technologies to empower community integration processes, encourage effectiveness and productivity, develop the practice of electronic governance, and provide people and institutions with quality information and services. A pilot project is being tested in La Carlota municipality, Córdoba province. (Copy of original attached.)

Exec. Decree No. 264/98: Telecommunications Liberalization Plan: This plan established the gradual, progressive, and ordered liberalization of the sector, giving way to a market with full and effective competition. Some aspects are worthy of special note:

(a) Public telephony: The National Public Telephony Plan and Regulations, as approved in Resolution 1122/98, were analyzed and drafted. In addition, the rules for domestic and foreign bids for public telephony licenses were drawn up. Public telephony is now the first telecommunications sector with full competition; contracts have been entered into with new operators; and more than six companies will provide the service this year.

(b) New operators for fixed local and national/international long distance telephony: The Government ordered four licenses to be granted for fixed local and national/international long distance telephony services, covering the entire country and with services beginning at the end of this year. In November of next year, another three national/international long distance service operators will start providing services, thus establishing a market with full and open competition.

(c) Greater geographical coverage: All settlements with more than 80 inhabitants will be incorporated into the telephone network through the Semipublic Long Distance Service, under which 372 semipublic telephones will be installed to augment the 3079 already existing across the country.

(d) More telephone networks in remote areas: 640,000 new lines will be installed in suburban and rural towns and areas with more than 500 inhabitants that at present do not have basic telephone services.

(e) Rural telephony: A list of individuals interested in this service in the country’s different regions has been set up.

(f) Universal service: Basic telephone services have been included under the concept of universal service, and so the Government aspires to all users having access thereto at fair and reasonable prices, with the possibility of real choice as set forth in Article 42 of the Constitution. Within this framework, a public hearing was called to receive suggestions and opinions from interested parties; the hearing was held last December, and its conclusions were studied in greater depth in drawing up the General Universal Service Regulations.

(g) Defense of competition: As ordered by Decree 264/98 and approved by Resolution 1460/98, the consultation document on “Commercial Practices that Restrict Competition” was issued in order to receive suggestions and opinions on this issue. A public hearing was called, at which the issue was dealt with in conjunction with the National License Plan.

SC Resolution No. 2765/97: Established prices for international links with the USA, thus responding to requests for cheaper access services. (New Regulations.) (Copy of original attached.)

SC Resolution No.2814/97: Approved 0610 numbers. With this new dialing method, ISPs can have a special number to distinguish between normal calls and Internet connections. Thus, as of the 12th minute of connection, the user begins to receive a discount on the fee; depending on the time of day, the discount can total up to 40%. (New Regulations.) (Copy of original attached.)

Legislative Bill to Create a National Intranet Service in Argentina: This involves enforcing the government’s obligation toward the citizenry to publicize its actions, its regulatory and statutory decisions, and other relevant details of its administration. As a result of implementing this service, two-way communications between citizens and the government will also be made possible. (Bill attached.)


3. Protection of consumer interests (against fraud/cybercrime)

Law No. 24240: Consumer Protection Law. Intended to defend the interests of consumers and users. It defines them as being individuals or corporations who enter into contracts for the purchase or hire of goods, real property intended as dwellings, or the provision of services, for their final consumption. It does not explicitly cover electronic commerce contracts.

Decree No. 1279/97: Recognizes the institutional guarantees of free expression vis-à-vis information posted on the Internet. Article 14 of the Constitution. Jurisprudence of the Supreme Court of the USA.

SC Resolution No.1235\98: Internet contents. (a) Warnings for visitors to webpages. (b) Content unsuitable for children. (c) No intervention by the State. (d) Registration included in ISPs’ invoices.

Article 42 of the Constitution: On consumers’ rights vis-à-vis protection of their health, safety, and economic interests; of the right to adequate and truthful information; to freedom of choice; and to equal and decent treatment.
Article 43 of the Constitution: “Habeas Data” — the right to bring swift relief action against and to be informed of the sources of certain information harmful to the interested party and contained in a public database; the secrecy of journalistic sources is, however, respected.

4. Protection of privacy in electronic transactions

A ruling was handed down last year setting a precedent regarding equating e-mail with correspondence and taking the reading of it as being a violation of privacy.

5. Enforcement of electronic contracts, digital signatures, and authentication
Law 24.624, Art. 30 of which amends Art. 49 of Law 11.672 (permanent complement to the budget) granting original status to first-generation documents prepared on undeletable electronic or optical media or reproduced from originals of any kind stored on the same type of media. Valid for state documents.

Exec. Decree No. 427/98: Regime governing the use of digital signatures in executing domestic deeds that have no direct individual legal effects, giving them the same effect as handwritten signatures. Appoints the Secretariat of Public Functions (SFP) to serve as the administrating authority.

SFP Resolution No. 194/98: Standards on digital signature technologies for the national government. Sets forth a series of technical specifications, recommendations, and obligations to be followed by the bodies involved in the national government digital signature infrastructure in compliance with the functions assigned by Decree 427/98.

SFP Resolution No. 212/98: Certification policies; Guidelines for licensing national government certification authorities. Regulates the relationship between the licensing agency and the bodies that act as licensed certification authorities and establishes the requirements and conditions for issuing the public key certificates used in the digital signature verification process within the national government apparatus.

Draft Bill for the Digital Signature Law: This preliminary draft aims at establishing an appropriate, uniform legal framework for the use of such signatures in the country and at establishing a set of guidelines that will form the basis of their legal validity. It ensures the legal recognition of digital signatures and the certification services provided by public key certifiers and guarantees the principle of freedom of choice.

6. Protection of intellectual property in electronic commerce
An amendment was made to Articles 1, 4, 9, and 57 of the Intellectual Property Law (No. 11723) to protect intellectual property in electronic media; thus, computer programs were included among the properties protected.


7. Security and encryption

              Exec. Decree No. 427/98: See item 5.


8. Certification processes

              Exec. Decree No. 427/98: See item 5.

CANADA

1.  The promotion of electronic commerce and/or the Internet:
A.  The Connecting Canadians Initiative.  Connecting Canadians represents a six-part national agenda designed to keep Canada at the cutting edge in the use and development of information technologies and applications.  Connecting Canadians involves promoting and ensuring Canadians' access to the information infrastructure; developing digital content industries; putting governments on line; encouraging the development of smart communities; branding a connected Canada to the world; and making Canada a world leader in electronic commerce.  
Connecting Canadians is being implemented in partnership with business, educators, community leaders, and other levels of government.  As a result, we are making great strides in connecting schools, communities, businesses, and institutions.  As part of this agenda, Canada will have every school connected to the Internet by the end of 1999.  By March 31, 2001, Canada aims to help establish up to 10,000 access sites in remote, rural and urban neighborhoods across the country.  We are also making government a model user of the information highway, and initiating a program to develop smart communities that use information and communication technology in innovative ways for economic, social and cultural development. Also, through the Canadian Network for the Advancement of Research, Industry and Education (CANARIE), we are building CA*NET 3, the world's first national optical Internet. At 40 billion bits per second, CA*NET 3 is faster than any commercial Internet, which typically supply services to home computer users at speeds of 56 thousand bits per second. 

B. Part of the Connecting Canadians initiative includes making Canada a world leader in electronic commerce (please see The Canadian Electronic Commerce Strategy at  http://www.e-com.ic.gc.ca/english/60.html).  Achieving global electronic commerce, however, means addressing four sets of complex and interdependent issues:

Building trust for users and consumers  ensuring that the frameworks and safeguards which provide confidence in the physical marketplace are adjusted to instill equivalent confidence in the digital marketplace.

Establishing groundrules for the digital marketplace  providing protection for governments, industry and consumers as they venture onto this new platform that is as effective as that provided by legal and commercial frameworks in the physical world

Enhancing the information infrastructure for electronic commerce  creating effective competition in telecommunications markets and ensuring the growth of global electronic commerce through universal access to the information infrastructure.

Maximizing the benefits  understanding the social and economic impacts of electronic commerce and the broader movement to towards a global information society by addressing impacts on growth productivity, employment and the needs of business, organizations, and consumers.

Working with business and consumers, the government of Canada is committed to create an electronic commerce friendly environment by removing legal and policy barriers to electronic commerce, by enhancing citizens' access to infrastructure and building confidence in the digital marketplace.  Therefore, current priorities include:

•
introducing privacy legislation based on a Canadian private sector standard,

•
introducing legislation that recognizes electronic signatures in law and allows for the use of electronic evidence in courts;

•
introducing voluntary consumer protection guidelines, developed jointly by consumer and business leaders; 

•
contributing to the construction of the world's first optical Internet for integrated voice and data communication

•
implementing the Government of Canada Public Key Infrastructure to allow for the secure exchange of information and payments within the government and between the government and citizens;

•
promoting the use of strong cryptography and sound business access to and recovery of plain text;

•
working with business to develop sound certification and authentication practices;

•
putting all government services on-line, including transactions, procurement and payments;

•
setting out clear objectives to achieve neutrality of tax treatment for electronic transactions;

•
promoting electronic commerce applications and facilitating their adoption by small- and medium-sized enterprises; and

•
developing with industry applications and network interoperability standards.

Although a policy framework that is conducive to the development and use of electronic commerce is a fundamental element in cultivating a vibrant digital environment, it is equally important that Canadian businesses and consumers take advantage of the framework by adopting electronic commerce in all areas of the Canadian economy.  For this reason, a primary focus of attention in the next two years will be the development of ways and means to accelerate the adoption and use of e-com by Canadian businesses. Activities are underway in three areas:

1. Intelligence - developing a better understanding of the Canadian e-com market, including the capacity of Canadian suppliers, how Canadian companies currently use e-com, and the roadblocks to adopting or expanding e-com at the firm level;

2. Awareness  - designing and implementing outreach activities and materials to raise awareness among Canadian firms of the benefits of e-com; and

3. Growth Stimulation - making use of existing programs and services to promote the development and use of e-com, particularly in the areas of innovation, trade, investment and small business support.

2.  Taxation of electronic commerce transactions:
The Canadian federal government has issued a policy statement, made by Mr. Dhaliwal, the Minister of Revenue Canada, on September 29, 1999, proclaiming that there will be no new taxes or new reporting requirements for electronic commerce activities.  In addition, a commitment has been made to a technology neutral tax regime.   

3.  The protection of consumer interests (against fraud/cybercrime):
Canada employs a hybrid approach to the protection of consumers' interests.  The Canadian strategy for consumer protection in electronic commerce is based on a balance of voluntary and legislative measures. 

Voluntary Codes: Governments, business and consumer groups agree that voluntary measures play an important role in consumer protection alongside legislation. Representatives from each of these three spheres have formed a Working Group on Electronic Commerce and Consumers, which is currently finalising Canadian principles on consumer protection in electronic commerce.  The principles will call for equivalent levels of protection in electronic commerce and the physical marketplace, and define consumer protection requirements related to information provision, contract formation, privacy, unsolicited commercial email, security and redress. They are intended to guide both the development of voluntary industry practices and the adaptation of consumer laws to the on-line environment.  Once finalised, they will be ratified by federal and provincial consumer ministries and industry and consumer associations. 

Legislation:   Federal and provincial governments consider it important that consumer protection laws apply equally to both the physical and electronic worlds.  A range of consumer protection legislation already exists in Canada, at both provincial and federal levels.  While provinces have a broadly similar set of consumer protection provisions, there are differences of approach and detail.  Responding to the rapid growth of electronic commerce and the efforts of the Working Group on Electronic Commerce and Consumers, federal and provincial governments are jointly considering new approaches to consumer protection in electronic commerce.  These include adaptation of existing consumer laws, and the encouragement of voluntary approaches to on line redress mechanisms, merchant certification and consumer education.  In addition, the Government of Canada is reviewing the provisions under the Competition Act that pertain to deceptive trade practices and misleading advertising to see if these realms of consumer protection legislation need updating to take into account the nature of electronic commerce.

4.  The protection of privacy in electronic transactions: 
Canada's approach to privacy protection in electronic transactions is outlined in Bill C-54, The Protection of Personal Information and Electronic Documents Act, currently before Parliament.

Summary of Legislation:
Bill C-54, The Protection of Personal Information and Electronic Documents Act, introduces measures to protect personal information in the private sector, creates an electronic alternative for doing business with the federal government and clarifies how the courts can assess the reliability of electronic records used as evidence.

Part 1 of Bill C-54 sets a national baseline level of privacy protection across a range of commercial sectors and activities.  It also provides business across the country with clear rules based on the 10 principles of the Canada Standards Association Model Code for the Protection of Personal Information. 

Oversight for implementation of these privacy rules is provided by the federal Privacy Commissioner, who will receive and investigate complaints and use mediation to seek their resolution.  The Commissioner will also have a mandate for public education in order to ensure that business and citizens understand their rights and obligations.  The Commissioner has no binding powers but can appeal to Federal court if his recommendations are not obeyed. 

Part 1 of the Bill adopts a phased-in approach.  Following a one-year transition period, Part 1 of the Bill will apply first to the federally regulated private sectors and interprovincial and international trade in personal information. Three years later it will be extended to all commercial activities under provincial or territorial jurisdiction, unless a province or territory has passed substantively similar legislation (i.e. Quebec - see below).  These measures encourage provinces/territories to act in a harmonised fashion within a reasonable time period. 

Part 1 of Bill C-54 also responds to the adequacy requirements of the European Union's Data Protection Directive, which took effect at the end of October 1998, and requires member countries to block flows of information to countries without adequate levels of data protection.  

Parts 2-5 of the Bill eliminate the paper bias in federal laws by making them media-neutral.  Bill C-54 puts electronic transactions governed by federal laws on the same footing as paper ones.  It assures business and citizens that an electronic document and electronic signature have legal standing.  The Bill will not replace or eliminate communications though the written word on paper.  Instead, it will make the electronic transmission of information through computers an option that is realistic, practical and legally sound.

Bill C-54 is expected to be passed into legislation by December 1999, and will come into effect one year after passage.

The second piece of legislation dealing with the protection of privacy in Canada is provincial, Bill-68, passed in Quebec in 1994.  Bill-68 is considered substantially similar to that of the federal legislation (Bill C-54) and, as such, Quebec is exempt from the federal legislation as both pieces of legislation are viewed as serving similar goals.

The self-regulatory code of conduct developed by the Canadian Standards Association and published as the Model Code for the Protection of Personal Information (CSA-Q830-96) in 1996, represents a third approach to the protection of privacy in Canada.  This self-regulatory code of conduct has been incorporated into the proposed federal legislation Bill C-54 (as Schedule 1 of the legislation).  Therefore, when passed, the voluntary code of conduct and the obligations that apply to the handling of personal information as set out by the Canadian Standards Association will become Canadian law.

5.  Enforcement of electronic contracts, digital signatures, and authentication:
The enforcement of electronic contracts, digital signatures, and authentication is currently dealt with through self-regulation.

6.  The protection of intellectual property rights in electronic commerce:
The federal government's approach to the protection of intellectual property rights in electronic commerce is multifaceted, involving legislation, regulation and self-regulatory codes of conduct.  However, the most relevant of these approaches is the legislative approach.  The legislative approach forms the base from which regulation and self-regulation flows.  

The following discussion of intellectual property rights in electronic commerce is divided into the domestic and international issues.

Domestic:
Copyright
In Canada, original works of authorship are protected legislatively via the Copyright Act. The term for which copyright subsists (except as otherwise expressed in the Act) is the life of the author plus fifty years thereafter.  The term for neighbouring rights, i.e. performances, sound recordings and communication signals is fifty years.

In their recommendations to the federal government, the Copyright Subcommittee of Canada's Information Highway Advisory Council suggested certain amendments to the Act, but noted that the Act currently applies in the digital network environment.  (Note, however, that the work of the Copyright Subcommittee focussed largely on copyright, per se, and did not necessarily address questions pertaining to neighbouring rights).  Canada is currently reviewing its Copyright Act to determine if any changes are desirable to accommodate the digital network environment, from the perspective of both copyright and neighbouring rights.

Trademarks/Domain Names
In Canada, registered and unregistered trademarks are protected by federal statute and regulations (the Trademarks Act supported by the Trade Marks Regulations) and under provincial common and civil laws.   Trademarks can be registered with the Canadian Intellectual Property Office (CIPO).

The legal framework for trademarks in Canada has largely been developed prior to the Internet and various new on-line practices, such as use of domain names. Research and policy development is being carried out in Canada and internationally to assess the adequacy of trademarks rules in relationship to such new practices.

A consultation process has been put in place to examine the interface between trademarks and domain names, which have perhaps had the greatest initial overlap with the trademarks law. A group of legal experts has been established to assist the government and an issues paper will be released in the next months to solicit comments from interested Canadians on whether there is a need for amendments to the Trade-marks Act to take into account domain name practices.  Other uses of trademarks on the Internet are also being examined.

A non-profit organisation, the Canadian Internet Registration Authority (CIRA), has been established to manage the Canadian domain name system.  The government has indicated its support for the development of a policy framework for the CIRA that will reduce conflicts between trademark owners and Domain Name owners, while ensuring that domain names are granted efficiently and cheaply.

International:

The World Trade Organisation (WTO) TRIPS Treaty

Canada has adjusted its copyright legislation to comply with the WTO treaty regarding intellectual property (TRIPS) which includes specific provisions concerning the digital environment. 

World Intellectual Property Organisation (WIPO)
With respect to the WIPO Copyright Treaty and the WIPO Performances and Phonograms Treaty, Canada is currently examining whether and how it should amend its Copyright Act.

Canada is participating in work currently underway at the WIPO Standing Committee on the Law of Trademarks on the issue of use of trademarks on the Internet.

7.  Security and encryption:
The Canadian federal government has announced a cryptography policy on security and encryption issues.  The cryptography policy framework allows Canadians to develop, import and use whatever cryptography products they wish and does not impose mandatory key recovery requirements or a licensing regime and encourages industry-led accreditation of private sector certification authorities.  The cryptography policy framework is a balanced approach that encourages the growth of electronic commerce while maintaining the capability of law enforcement and national security agencies to ensure public safety.

8.  Certification processes:
Certification processes are currently dealt with through self-regulation.

CHILE

Item A.1.

Laws

a. Law 18.876 (21/12/1989)

Establishes the legal framework for the constitution and operation of private depositories and custody of securities entities.

Article 7 stipulates that among depositors of the same enterprise, deposited securities that are consistent with the operations carried out  by them, shall be transferred by a written communication or by electronic means which the interested parties give to the enterprise. For the enterprise, this communication will be sufficient authorization to said transfer.

b. Law N˚ 19.052 (14/04/91) Amends d.f.l. 2.128 of 1930, basic regulations of the Civil Registry Service.

This law amended Article 216 of the above D.F.L., which regulates the different certificates issued by the S.R.C.I., establishing that certificates issued in a mechanical form, by electronic data processing, are authorized by officials especially authorized to do so in the office that so requires. Moreover, it explicitly granted them the character of public instruments.

c. Law 19.479 (21/11/1996) Amends the Customs Ordinance and the Basic Law of the National Customs Service. Article 2, letter a) that empowered the president of the republic to issue decrees with the force of law, that regulates procedures related to the entrance and exit into the country of people, merchandise, vehicles, as well as the presentation and cancellation of customs manifests, statements of customs destinations, modalities of payment and rules of origin, allowing them to be made by teleprocesses or electronic transfers. Article 5 stipulates that the S.N.A. may negotiate with other public services and government agencies for the electronic transfer of information to expedite compliance with their supervisory duties and foreign trade operations. Likewise, and upon reasoned order, the S.N.A. may negotiate electronic interconnection with other agencies and private institutions.  Upon authorization of the Ministry of Finance, it may also negotiate this interconnection with foreign public agencies or international organizations.

d. Law 19.506 (30/07/1997) Amends several tax rules and the basic law of the Internal Tax Service. Article 2 of this law introduces several modifications to Executive Decree 825 of 1974, on Sales and Services Tax . It also allows the Directorate of Internal Tax Services to authorize the exchange of electronic messages through the use of different technological systems, requiring the necessary requisites to duly safeguard fiscal interests. The modification also indicates that the printout, when the Service so requires, shall have the value as evidence of a private instrument issued by the person under whose electronic signature it was transmitted.

e. Law 19.578 (29/07/98), a miscellaneous law that amends several tax rules. Article 3 of this law introduced several modifications to the Tax Code. Among these it added a new Article 92 bis, which stipulates that the Directorate of the S.I.I. may provide that the documents it has under its safekeeping be filed by means other than paper, and read by technological systems. The Director may also authorize taxpayers to keep their documents on  means other than paper. Printouts of the documents contained in the above means shall have the value as evidence of public or private instruments, according to the nature of the original.

f. Law 19.155 (D.O. 13/08/92) Miscellaneous law that changes several legal customs and tax bodies. Article 5 introduced several amendments to the Customs Ordinance. It added, inter alia, a second subparagraph to Article 93 of the Customs Ordinance, which stipulates that the Director of the S.N.A. may authorize dispatchers to use an electronic data transfer system to make foreign trade statements, pursuant to the rules set forth in the regulations. 

g. Commercial Code, Maritime Commerce and Commercial Exploitation of Vessels 

· Article 913 stipulates that “The log or navigation diary is equal to a public instrument, provided that the annotations stamped in same are signed by the officer on duty and are approved by the caption of the vessel. These annotations must not have any blank spaces, additions or alterations. The annotations may also be stamped mechanically or electronically, provided that these guarantee the fidelity and permanence of the data included therein.”

· Article 1014 stipulates that when the carrier or the effective carrier carry a cargo of merchandise, the former must issue a bill of lading to the Dockers, if same so requests. The signature on the bill of lading may be a handwritten signature, a printed facsimile, perforated, stamped in symbols or recorded in any mechanical or electronic means.

Regulations

a. Tariff Decree of the Ministry of Transportation and Telecommunications that establishes new tariffs for telephone services as of May 4, 1999.  As regards the Internet, and with a view to promoting its use, the name “ TRAMO LOCAL” (LOCAL SEGMENT), was created whereby calls from the local network to the Internet shall receive a 62% reduction, which will directly benefit users that connect to the Internet through telephone lines. In technical terms, telephone and non-telephone ISPs may connect at interconnection traffic points of the different companies, and the charge to the user will include payment to the Local Segment, plus an access charge paid to the ISP.

b. Circular No. 914 of the Superintendence of Pension Fund Administrators, which allows the payment of contingency fees by the electronic transfer of information and funds.

c. Circular No. 032 (22/01/1997) Superintendence of Preventive Health Institutions, which includes instructions on communications made through electronic data transfer.

d. Electronic bank payments.

d. Executive Decree No. 1.105 of the Ministry of Finance (11/02/1995) (Regulation of Law 19.155). Establishes the rules by which the National Customs Director may authorize customs dispatchers to formalize their statements through an electronic data transfer system.

e. Circular No. 020 (16/04/1996) of the Internal Tax Service, which establishes the requirements and conditions for taxpayers to issue and/or receive bills, credit and debit vouchers electronically.

f. Resolutions of the Internal Tax Service that authorize the following procedures:


f.1
Income Tax Statements


f.2
Value Added Tax (VAT) Statement


f.3
Sworn Statements by enterprises for the purpose of control subsequent to Income Tax Statements

g. Resolution No. 5313/96 of the National Customs Directorate that establishes the requirements and connections with which dispatchers and value added networks must comply.

h. Resolution 1681/99 of the National Customs Directorate, which establishes a Operating Procedures Manual for electronic document transmission.

i. Ministry of Finance Decree No. 1015/94 (11/01/95) on issues related to electronic statements.

j. DFL No.1/97, Articles 5, 7 and 44 on electronic transmissions.

k. Articles 79 and 80 (Art. 72 DFL No.2/97) on electronic data transmission.

l. Article 107 (DFL No.2/91), which implements the electronic payment system.
Item A.3.

a. Law 19.496 (07/03/1997) on the protection of consumer rights.

Item A.5.

a. Executive Decree No.000 (10/06/99), which regulates the use of electronic signatures and electronic documents in government administration.

Item A.6.

a. Domain Name: The authority that administrates the granting of domains under the top-level domain (Chile. Cl) has adopted binding regulations for anyone requesting a domain under cl., requiring the submission of certain documents and payment of a fee in order to obtain a domain name. The fee, used to pay for registering the domain name, is US$50 and an annual fee a year to maintain the name, which is equal to approximately US$20 every two years.  Also, any dispute or claim or conflict that may arise in relation to the request for the domain name is submitted to arbitration. Additional information can be found on: www.nic.cl
COLOMBIA

Consumer Protection:

(i) name of law / regulation: Decree 3466 of December 2, 1982

(ii) sectors covered (if applicable): Covers all sectors of the economy except the areas of domiciliary public services and financial services which are covered by separate provisions. And television

(iii) 
effective date: December 2, 1982

(iv) brief description of  the law or regulation: The statute contains provisions on the quality or suitability of the goods and services distributed, with provisions on guarantees for enforcement.

For Intellectual Property:

(i) 
name of law / regulation: Andean Community Decision 351 of January 1, 1994. Common Provisions on Copyright and Related Rights. Decree 460 of March 16, 1995.

(ii) 
sectors covered (if applicable)

(iii) 
effective date: Each provision came into effect on the dates indicated above. 

(iv) 
brief description of the law or regulation: These provisions recognize effective protection of authors and other owners of works of literary, artistic or scientific creativity, whatever the genre or form of expression, as well as protecting the related rights.

(i)   
title of the law / regulation: Andean Community Decision 344. 

(ii)  
sectors covered (if applicable)

(iii) 
effective date: January 1, 1994. 
(iv) 
brief description of the law or regulation: Establishes the provisions necessary to protect patents, trademarks, industrial designs, utility models and industrial secrets.

COSTA RICA

Costa Rica has not adopted a specific legal framework for any of these issues; it should be noted, however, that its general laws for contracts, intellectual property, and consumer protection are applicable to transactions of this type.

MEXICO

Item 1

i. Federal Telecommunications Law (LFT).

ii. Telecommunications.

iii. 7 June 1995.

iv. The LFT regulates the use and exploitation of the radio spectrum, of telecommunications networks, of satellite communications and services provided thereby, and value added services.

Item 3
i. Federal Consumer Protection Law (LFPC).

ii. Consumer protection.

iii. 24 December 1992. Latest amendment: 23 September 1993.

iv. The LFPC regulates the protection of consumers’ interests in general, without discriminating among the media used to effect transactions.

Item 4:

i. Penal Code for the Federal District for Matters of Local Jurisdiction and for the Entire Republic for Matters of Federal Jurisdiction.

ii. All.

iii. Amendments and additions as of 17 May 1999.

iv. This Code includes a section dealing with the punishments applicable to those who, with or without authorization, unduly acquire knowledge of, copy, modify, destroy, or cause losses of information contained in computer systems and equipment that are protected by some form of security mechanism.

Item 5:

i. Securities Market Law.

ii. Sector: Financial.

iii. In force since: Additions of 4 January 1990.

This Law allows the possibility of the parties freely agreeing to use mail, telegraph, telex, facsimile, or any other electronic, computer based, or telecommunications means to send, exchange, or, when applicable, confirm orders by investing clients and other notifications required to be served under the corresponding contracts, together with cases in which either party requires any other confirmation through those channels.

It also stipulates that should the parties agree on the use of electronic, computer based, or telecommunications means to send, exchange, or, when applicable, confirm the requisite orders and notifications, they must indicate the reciprocal identification codes and the responsibilities inherent in their use. Said codes shall replace handwritten signatures and shall produce the same effects as granted in law to signed documents.
i. Federal Treasury Service Law.

ii. Users of the treasury service.

iii. Additions as of 29 May 1998.

iv. This law empowers the Treasury to enter into the operations and provide the services for which it is responsible either by using written documents with the corresponding handwritten signature of the competent public official or through automated equipment or systems in which case, instead of the handwritten signature, electronic identification methods shall be used.

It states that the use of the identification methods established instead of handwritten signatures in accordance with the terms of that law shall have the same effects as those granted by law to the corresponding documents and shall thus have the same legal force.

To this end, the Treasury shall be responsible for keeping close control over the electronic identification methods it authorizes and for ensuring the safety and protection of the automated systems and equipment and, when applicable, the confidentiality of the information contained therein.

i. Credit Institutions Law.

ii. Financial sector.

iii. 18 July 1990.

iv. This Law empowers credit institutions to formalize their operations and the services they provide the public by means of automated equipment and systems, with the corresponding contracts stipulating the terms for the following: the operations and services covered; the methods for identifying the user and the responsibilities corresponding to their use; and the means for recording the creation, transmission, modification, or cancellation of rights and obligations related to the operations and services in question.

It stipulates that the use of these identification methods in the operations and services in question instead of handwritten signatures shall have the same effects as those granted by law to the corresponding documents and shall thus have the same legal force.

Item 6
i. Federal Copyright Law.

ii. All.

iii. March 1997

iv. Description: This Law protects moral and property rights over the development of literary and artistic works and, specifically, it protects databases that, by reason of the selection and arrangement of their content, constitute intellectual creations.

Items 5, 7, and 8

Official Mexican Standard on Computer Security (NOM-157-SCT1-1998).

NOM-157 is being drawn up by the National Telecommunications Standardization Consultative Committee and, in particular, by the Information Technology Standardization Subcommittee.

· The aims of this standard are the following:

· Establishing the specifications to be met by the cryptographic process that is to be used in Mexico, along with the specifications to be met by cryptographic services provided to general consumers; it will also seek to establish the names, expressions, abbreviations, symbols, diagrams, and drawings to be used in the technical cryptographic language in the services implemented.

· Determining the commercial information on computer security for consumers and users that must be provided by  advertising for cryptographic products and services in Mexico. 

· Establishing the physical security features and/or specifications to be met by computer security service equipment, materials, devices and installations, together with the features and/or specifications to be met by devices, networks, and communications services intended to protect the security of users’ data.

· Establishing practices for creating digital certificates in compliance with other applicable legal and administrative provisions.

PERU

(i)
title of law/regulation

1.
Liberalization of the telecommunications market. Supreme Decree 021-098-MTC (Ministry of Transportation, Communications, Housing and Construction) of August 8, 1998 established that national and international long-distance fixed and mobile telephony services are open to competition.

3.
Legislative Decree No. 716. Consumer Protection Act (Consumer Rights and Supplier Obligations).

6.
Intellectual Property and Copyright

a)
Decision 351 of the Agreement of the Cartagena Commission, Common Decision on intellectual property and copyright. Approved on December 17, 1993. Went into force on December 21, 1993 after publication in the “Official Gazette” of the Cartagena Agreement.

b)
Legislative Decree 822. Copyright Act. Approved on April 23 and published on April 24, 1996.

c)
Legislative Decree 823. Industrial Property Act. Passed on April 23, 1996 and published on April 24.

d)
Decision 344 of the Agreement of the Cartagena Commission, Common Decision on Industrial Property. Went into force on January 1, 1994.

(ii)
sectors covered (if any)

6b) Concerning laws and regulations in item (i) (Title of law/regulation), the laws we have identified refer to all the sectors and matters pertaining to the specific scope of same. There are no exceptions to or exclusions from the coverage of the protection or regulation established by such laws. 

(iv) a brief summary of the law or regulation

3)  Legislative Decree No. 716 (please refer to Annex I). Consumer Protection Act. All individuals or legal entities, of public or private law, who work in establishments open to the public, or usually dedicate themselves to the production or marketing of goods or providing services in the national territory are subject to this Act.

6b) Legislative Decree No. 822 (please refer to Annex II). Copyright Act. Promulgated in order to bring together in one normative body the social, subregional and multilateral standards on copyrights and associated rights adopted by Peru, with a view to permitting and expediting application, providing greater legal security.  The objective of the provisions of this Act is to protect authors of literary and artistic works and those who hold the rights and the owners of rights related to copyrights recognized therein and to safeguard the cultural wealth.

6c) Legislative Decree 823 was signed into law with a view to fusing the Andean regulation and domestic legislation into one single regulatory instrument, thus facilitating its use by the users, incorporating international standards for the protection of industrial property rights as laid down in the Paris Convention and the TRIPS Agreement, as well as simplifying procedures, shortening timeframes and creating alternate dispute settlement mechanisms. The law also seeks to provide the National Institute for the Defense of Competition (INDECOPI) with additional authority to adequately enforce industrial property rights in Peru.   

UNITED STATES
1.   The Promotion of Electronic Commerce and/or the Internet
The US Government believes that the promotion of e-commerce begins with providing the greatest opportunity for the private sector to make use of these new capabilities to innovate the provision of goods and services to better respond to customer needs.  U.S. Government policies are designed to enable electronic commerce in a number of different ways.  These include ensuring the validity of electronic contracts, supporting development of effective means of authentication, protection of intellectual property, and testing the interoperability of hardware and software. The government also plays an important role in ensuring that consumers are protected from fraud and deception and can be confident that personally identifiable information about them will not be abused.  The US Government believes that self regulation, by involving businesses and consumers working together, provides a more flexible and efficient means of accomplishing these ends than do new laws; existing rules, such as those regarding consumer protection, apply with equal validity to cyberspace.  In certain cases, such as the need to provide legal status for electronic contracts and to protect intellectual property by ratifying the WIPO Treaties, new laws have been required in the U.S.

The US government has taken steps to better understand the conditions of e-commerce, measure e-commerce’s impact on economic activity as a whole and determine whether there are groups that are systematically underrepresented in this area.  The US Government is working to address disparities of access to the Internet and e-commerce with programs such as funding Internet access in schools, libraries and community centers.  Many US Government agencies are working with their constituents, such as small and medium sized enterprises, to provide encouragement and support for participation in e-commerce.  The government is also using e-commerce technology to better serve its customers and to make the government more effective.

While US government use of e-commerce or the Internet is undertaken foremost to improve government services and/or to realize cost savings, e.g. filing of income taxes or government procurement online, such programs have the additional benefit of familiarizing citizens with these new technologies.

2.  Taxation of Electronic Commerce Transactions 

In 1996, the US Treasury published a paper, Selected Tax Implications of Global Electronic Commerce (available at http://www.ustreas.gov/taxpolicy/internet.html), setting forth the principle that tax neutrality between traditional and electronic commerce should govern future work in this area.  The paper stressed that existing tax rules could and should be applied to electronic commerce.  

Those principles were later reiterated in the Presidential Directive on Electronic Commerce, issued July 1, 1997, which stressed that no new discriminatory taxes should be imposed on electronic commerce, and that Treasury should work domestically and internationally in carrying out that directive.  The Administration’s Framework for Global Electronic Commerce, issued at the same time as the Presidential Directive, states that “the United States believes that no new taxes should be imposed on Internet commerce” and that “taxation of commerce conducted over the Internet should be consistent with the established principles of international taxation, should avoid inconsistent national tax jurisdictions and double taxation, and should be simple to administer and easy to understand”.  The Framework enunciates the principles that any taxation of Internet sales should follow:

· The tax system should neither distort nor hinder commerce.  No tax system should discriminate among types of commerce, nor should it create incentives that will change the nature or location of transactions.

· The system should be simple and transparent.  It should be capable of capturing the overwhelming majority of appropriate revenues, be easy to implement, and minimize burdensome record keeping and costs for all parties.

· The system should be able to accommodate tax systems used by the United States and our international partners today.

The Framework concludes that “wherever feasible, we should look to existing taxation concepts and principles to achieve these goals . .  . in the context of the Internet’s special characteristics”, noting that “to achieve global consensus on this approach, the United States, through the Treasury Department, is participating in discussions on the taxation of electronic commerce through the Organization for Economic Cooperation and Development (OECD), the primary forum for cooperation in international taxation”.  In October 1998, the OECD’s Committee on Fiscal Affairs (CFA) published agreed conditions upon which a framework for any taxation of electronic commerce should be constructed.  Those conditions, which Treasury participated in formulating and which are entirely consistent with the principles enunciated in the Presidential Directive and the Framework, are that any taxation of electronic commerce should be neutral, efficient, certain, simple, effective, fair and flexible.  Significantly, the CFA also agreed that existing tax principles can be applied to electronic commerce and that there should be no new forms of taxation that discriminate against electronic commerce.

Domestically, the Administration has implemented its policy primarily through its support of the Internet Tax Freedom Act, which was signed into law on October 21, 1998.  The Act imposes a three-year moratorium on state and local taxation of Internet access and on multiple or discriminatory state or local taxation of electronic commerce.  In addition, the Act created a Congressional advisory commission to examine the complex state and local taxation issues surrounding electronic commerce and remote sales generally.  Treasury, Commerce, and USTR are represented on this commission, along with local government and private sector representatives appointed by the Congressional leadership.  The Commission’s report to Congress is due in April 2000.

3.  Consumer Protection
Issue
The Internet and the growth of electronic commerce are dramatically increasing access to information of all kinds. The U.S. supports the broadest possible flow of information and content over the Internet, and also recognizes the concerns of consumers regarding commercial communications from businesses that may not be trustworthy.  In addition, Internet consumers must have confidence that the goods and services offered online are fairly represented, that they will get what they pay for, and that recourse or redress will be available if either of these does not occur. 

Background
On November 30, 1998, President Clinton directed the Secretary of Commerce, in consultation with the Federal Trade Commission and other federal agencies, to foster consumer confidence in electronic commerce by working to ensure effective consumer protection online. The President also directed the Department to work with the Office of the United States Trade Representative to help avoid the creation of foreign trade barriers while protecting the interests of consumers. 

The United States is committed to enforcing existing consumer protection laws in the online environment and refining existing consumer protection laws where necessary to accomodate the unique characteristics of the online environment.  We seek the cooperation of industry and consumer advocates to enhance consumer awareness, to develop easy to use mechanisms to resolve consumer complaints on a global basis, and to work together to achieve effective consumer protection in Cyberspace.

Domestic Efforts
The Federal Trade Commission (FTC) has taken the offensive against misleading and deceptive practices online.  The FTC strategy involves bringing law enforcement actions where necessary, conducting consumer and business education campaigns, and clarifying the application of existing regulation to online conduct.  For the most part, law enforcement and the FTC has generally found that it has adequate statutory authority to investigate and prosecute defendants engaged in illegal practices online.  International legal issues involving consumer protection are becoming increasingly important, as Net content becomes increasingly international.  The Federal Trade Commission conducted a public workshop on June 8-9, 1999 on U.S. perspectives on consumer protection in the global marketplace, which provided a forum for a wide spectrum of interested parties to address topics related to the appropriate role of consumer protection in international electronic commerce. 

The Department of Commerce is also working with the private sector to develop consumer awareness campaigns and to encourage industry efforts to help consumers resolve complaints about online purchases and to achieve effective consumer protection online.  In addition, the Department of Commerce is working with the FTC and with the Department of Justice’s anti-fraud unit to develop a coordinated inter-agency approach to online consumer protection efforts.

The U.S. continues to favor an approach to consumer protection in the online environment that is based upon enforcement of existing legal protections. The U.S. believes that global consumer protection can be enhanced through: 1) vigorous enforcement of existing consumer protection laws, 2) increased consumer education, 3) increased cooperation among law enforcement authorities, and 4) private sector participation in the development of effective consumer protection, including, for example, global deployment of easy-to-use consumer complaint resolution mechanisms.  The U.S. will seek to ensure that truthful and accurate advertising is the cornerstone of advertising on the Internet and to bolster and spread existing advertising industry enforcement mechanisms.

International Efforts

The global nature of the Internet necessitates examination of consumer protection issues on a global basis.  In order to protect consumers online, the global community must address issues involving choice of law and jurisdiction -- how to decide where a virtual transaction takes place and what consumer protection laws apply.  International cooperation among private sector groups and governments will therefore be integral to addressing consumer protection issues online.  

The United States believes that governments should refrain from mandating common global rules and enforcement mechanisms for online consumer protection.  The United States strongly supports industry leadership to promote consumer protection and international cooperation among private sector groups to set common global rules and enforcement mechanisms for consumer protection.  Consumer protection issues have been identified as priorities for the coming year by international private sector organizations, such as  the Trans-Atlantic Business Dialogue (TABD), the U.S. - Japan Business Council (USJBC), and the Global Business Dialogue (GBD).  Such private sector efforts can be backed up by appropriate, and, in most cases, existing legal protections for consumers. 

The U.S. Government is actively engaged in international policy discussions on consumer protection.  The OECD, with the participation of international business, is currently developing guidelines for consumer protection online.  Consumer protection issues will also be addressed in the FTAA’s Joint Committee on Experts on electronic commerce in 1999.  We also plan to engage in bilateral discussions on this issue, involving consumer advocates and industry.  The European Union is considering a  proposed directive on “Certain Legal Aspects of Electronic Commerce in the Internal Market.”  The proposed directive is designed to create a more consistent legal framework within the EU in the areas of jurisdiction, commercial communications, contract liability, and enforcement for the online environment and has implications for consumer protection as do several other recently adopted EU directives.   The USG is currently reviewing this proposed Directive and will be discussing it and other directives informally with our European Commission colleagues.  

4.  Privacy
Issue: The ability of the Internet to facilitate the collection, use and transmission of information can raise challenges to personal privacy. If people are to feel comfortable doing business online and if the Internet and electronic commerce are to thrive, it is essential to assure personal privacy in the networked environment.

Background:

By bringing news and information to people on a global basis and thereby allowing them to communicate more freely with one another, the Internet and other electronic networks serve a democratizing function.  These technologies also permit both governments and the private sector to transmit, process and store vast amounts of information about individuals.  These capabilities are increasingly essential for governments to function effectively and for businesses to operate efficiently.  In the course of using those networks, however, individuals create details of their lives.  Over the past several years, the United States and other nations have become increasingly concerned about finding ways in which data privacy protection can be ensured.  The challenge is to balance the competing values of individuals’ right to privacy and the free flow of information within nations and among them.

The United States has traditionally taken a sectoral approach to privacy that relies on a mixture of legislation, regulation, and private sector self-regulation (such as codes of conduct and corporate policies).  In issuing A Framework for Global Electronic Commerce in July 1997, the Administration emphasized the importance of privacy protection and encouraged private sector leadership to develop effective self-regulatory regimes.  Since July 1997, the Administration has worked with the private sector to encourage development and adoption of these approaches.  The Secretary of Commerce and the Director of OMB are charged by the President with ensuring that such a self-regulatory system develops.
The U.S. Government Working Group on Electronic Commerce First Annual Report released in November 1998 reports on the progress made toward implementing effective, ubiquitous self regulatory privacy protections.  


American business has taken significant measures to address this issue.  

 The Online Privacy Alliance has developed Guidelines for Effective Privacy Policies, which outline policies for protecting individually identifiable information in an online or electronic commerce environment.  The OPA has also produced guidelines for effective enforcement, which provide a framework for enforcing the protection of consumer privacy in cyberspace.  Upon joining the OPA, an association agrees to endorse the Alliance mission statement, including:  1) adopting and posting privacy guidelines consistent with the Alliance’s guidelines and appropriate to the association’s membership; and 2) participating in self-regulatory enforcement mechanisms appropriate to the associations online.  An association may administer a seal or other third-party self-regulatory enforcement program at its discretion.

Members of the Alliance represent a broad array of industrial sectors including high-technology, telecommunications, financial services, Internet and online service providers, database services, retail, entertainment, marketing and publishing.  The guidelines governing privacy policies among Alliance members address the collection, use and disclosure of individually identifiable information, choice, data security, data quality and access.  The Alliance also adopted a special policy requiring parental notification designed to protect the privacy of children online.  The enforcement framework sets out the criteria for a credible program of privacy seals to be used in alerting consumers about a web site’s privacy policy.  The seal programs that will be used by Alliance members must comport with the privacy principles endorsed by the Alliance. 

 The Better Business Bureau is implementing a privacy self-regulation seal program through its subsidiary BBBOnLine.  The BBBOnLine privacy program awards a seal to businesses that post privacy policies including certain principles, provides dispute resolution, monitors compliance through assessment practices, and imposes consequences for noncompliance.
 The TRUSTe Privacy Program offers a trustmark – an online branded symbol that signifies a web site has made a commitment to disclose its privacy practices by posting a privacy statement which is backed by TRUSTe’s assurance process.  The site agrees to disclose information management practices in privacy statement, display the trustmark, and adhere to stated privacy practices.  The program also requires participation in conformance reviews by TRUSTe’s official auditors, Coopers & Lybrand and KPMG Peat Marwick.

 The Internet technical community has completed work on the specifications for a number of technologies to empower consumers to protect privacy online.  These technologies determine their privacy preferences and have them automatically communicated to the web site operators.  It will take additional time to bring applications based on these specifications to market, but they will assist individuals, companies, and self-regulatory organizations in the protection of privacy.

Over the next year the Department of Commerce will implement commitments made by the Online Privacy Alliance and other groups and will also monitor the spread of effective self-regulation to additional companies doing business online.  While the private sector approaches now being implemented are promising, commitments to efficient and effective self regulation must result in action.  If self regulation is to work, these efforts must expand.

On March 31, 1999 IBM announced that it will restrict its advertising to websites that post a clear privacy policy statement.  Secretary of Commerce Richard Daley acknowledged the strong message sent by IBM's challenge and urged other companies to follow IBM's lead and restrict their advertising to sites that post privacy policies that include notice of what information is collected and how it is used; an opportunity for the consumer to choose how his or her information will be used; an assurance that data will be secure; an opportunity for reasonable access to data; and mechanisms for consumer recourse.

Internationally, the U.S. Government has secured an agreement with Japan on a private sector led approach to online privacy protection that is also supported by the U.S.-Japan Business Dialogue.  The Transatlantic Business Dialogue favors this approach and industry groups in Europe and Japan have expressed interest in working with U.S. industry to implement common approaches to privacy self-regulation.  

The U.S. Government has also worked actively at the OECD to formulate international privacy policy.  This work has included active participation in the February 1998 Privacy Workshop and in the Ottawa Ministerial Declaration on Privacy, which recognizes a multiplicity of privacy approaches, including private-sector-led approaches, and the continued need for bridges between the different privacy approaches.
U.S. Federal and State Activities in the area of authentication can be found on the internet at http://www.ilpf.org/digsig/digsig.htm.

6. Intellectual Property Rights
In the United States, The Digital Millennium Copyright Act (DMCA) was signed into law October 28, 1998.  The legislation implements the WIPO Copyright Treaty (WCT) and the WIPO Performances and Phonograms Treaty (WPPT) by adding provisions to U.S. Copyright law to prevent circumvention of technological measures used by copyright owners to protect their works and to prevent tampering with the integrity of copyright management information.  

The WCT and the WPPT extend protection of copyrighted works, performances and sound recordings to the digital environment. The WCT includes provisions on copyright protection of computer programs and databases and provisions on the rights of distribution, rental and communication to the pubic.  The WPPT includes provisions in the minimum rights granted to performers and producers of sound recordings, including the rights or reproduction, distribution and rental. The substantive requirements of the treaties are satisfied by existing U.S. copyright law.  However, implementation legislation was needed on two areas: anticircumvention of technological measures and electronic rights management information.

The treaties require that Contracting parties provide “adequate legal protection and effective legal remedies against the circumvention of effective technological measures that are used by authors in connection with the exercise of their rights under this Treaty or the Berne Convention and that restrict acts, in respect of their works, which are not authorized by authors concerned or permitted by law.”

To satisfy this mandate, the DMCA adds a new section to the Copyright Act that prohibits the manufacture or sale of devices or services primarily designed to circumvent technological measures that either prevent unauthorized access to or copying of a copyrighted work.  It also prohibits the actual circumvention of measures used to prevent unauthorized access to the work.  This provision is limited by exceptions for a variety of uses, including exceptions for law enforcement, intelligence and other government activities.  It also excepts circumvention under certain conditions for nonprofit preliminary review, reverse engineering, encryption research, protection of minors, protection of personal privacy or security testing.  

The treaties also require Contracting parties to provide adequate and effective legal remedies against any person who knowingly (1) removes or alters any electronic rights management information without authority or (2) distributes, imports for distribution, broadcasts or communicates to the public, without authority, works or copies of works knowing the electronic rights management information has been removed or altered without authority.  The person must know or have reason to know that these acts will induce, enable, facilitate or conceal an infringement.  Accordingly, the DMCA prohibits knowingly providing or distributing false information if done with the intent to induce, enable, facilitate or conceal infringement. It also prohibits the intentional removal or alteration of such information without authority, or dissemination of the same with knowledge that the information has been removed or altered.  Civil and criminal remedies are available for violations of this section.

In addition, the DMCA creates limitations on the liability of online service providers for copyright infringement when they provide transitory communications, caching, storage at a user’s request or information location tools.  It also creates an exemption for making a copy of a computer program by activating a computer for purposes of maintenance or repair and provides for a statutory license for making a single ephemeral recording to facilitate the digital transmission of a sound recording.

Generally, the act became effective on October 28, 1998.  However, there are a few exception for technical amendments and, the U.S. Library of Congress must make regulations on the prohibition on the act of circumvention of access control measures by October 28, 2000.

7.  U.S. Encryption Export Policy Overview
The following sectors are eligible to receive strong (128-bit +) encryption:
· Banks/Financial Institutions - Permit the export of any key length general purpose encryption hardware and software to banks/financial institutions for the protection of financial communications and transactions.

· On-line Merchants - Permit the export of any key length client-server applications (such as secure socket layer -SSL) or other applications tailored to on-line transactions to on-line merchants to secure electronic transactions between merchants and their customers. Foreign merchants that sell items and services controlled on the U.S. munitions list are excluded from this policy

· Health/Medical End-Users - Permit the export of any key length general purpose encryption hardware and software to any entity, including civilian government agencies, involved in the provision of medical or other health services for use in securing medical transactions and communications.  Policy excludes biochemical firms, pharmaceutical firms, and military agencies.

· U.S. Subsidiaries - Permit the export of any key length general purpose encryption, including technology,  to subsidiaries of U.S. companies for use in securing company proprietary information. This policy also extends favorable treatment to ‘strategic trade partners’ of U.S. companies.

Key Recovery and Recoverable Encryption:
Encryption hardware and sotware of any key length meeting the key recovery provisions of Supplement 4 to Part 740 of the Export Administration Regulations (EAR) may be exported worldwide (except the seven State supporters of Terrorism) to any end-user under a license exception, after a one-time review.

Encryption hardware and software of any key length meeting the ‘recoverable’ definition in Part 772 of the EAR may be exported to commercial entities (including Telecoms and Internet Service Providers ) for their internal use under  licensing procedures.

56-bit Hardware and Software 
Encryption hardware and software with key lengths up to 56-bit DES or equivalent are eligible under a license exception to all end-users and destinations (except the seven State supporters of Terrorism) after a one-time review.

Authentication and Digital Signature Hardware and Software

No review or license is required.

URUGUAY

3.  Consumer protection
Law 17.189 for Consumer Protection approved in September 1999 stipulates that the sale of goods and services by information technology or similar means give the consumer the right to rescind the contract that had taken place within 5 working days from the date of the formalization of the agreement or from the delivery of the product.  

4.  Privacy 

i- There are various articles in our Constitution related to the right to privacy: articles 28, 29, 7 and 72 that are generic. 

ii- Uruguay participates in the Inter-American Convention for Human Rights “San Jose de Costa Rica Treaty of 1969” which contains provisions regarding the protection of privacy. 

5.  Enforcement of electronic contracts, digital signatures, and authentication
i- Article 129 of the Law 16.002 establishes that the documentation resulting  from communication at a distance by electronic means between official institutions constitutes authentic documentation.

ii- Article 130 of the same Law, establishes that whoever transmits an unfaithful text engages in a delinquency act involving falsification, subject to the penal code.  

iii- Article 697 of Law 16.736 extends the authenticity consecrated in article 129 of Law 16.002 to all types of electronic document.

6.  Intellectual Property 
i- Law 17.164 that regulates the rights and duties relative to patents, utility models and industrial design.  “Patent Law”, approved in September 1999.  

VENEZUELA

The legal/regulatory framework has not been defined.

II.  Governments as Model Users in Electronic Transactions

C.  Is it possible to access the following types of government services through the Internet in your country?







Yes 



No

1.  Access government agencies


- by e-mail


     Argentina, Bolivia,  Canada,                
                 ____






      Chile, Colombia, Costa Rica, 






      Mexico, Peru, U.S., Uruguay, 

      Venezuela


- via the Internet
(website)
     Argentina, Bolivia, Canada,


____






      Chile, Colombia, Costa Rica, 






      Mexico, Peru, U.S., Uruguay,

      Venezuela 

2.  Payment of domestic/income taxes
     Argentina, Bolivia,


Chile, Colombia, Costa Rica,






       Canada, U.S.



Mexico, Peru, Uruguay, Venezuela 

3.  Payment of customs duties

      Argentina,
    

       
Bolivia Canada, Colombia, Costa Rica,






        Chile



                  Mexico, Peru, U.S., Uruguay, Venezuela 

4.  Obtain any of the following licenses/permits:

- export/import licenses

   Argentina,



Bolivia, Canada, Colombia, Costa Rica,

                                                                                             Chile, U.S.
  


Mexico, Peru, Uruguay, Venezuela 

- foreign direct investment permits

_____



Bolivia, Canada, Chile, Colombia,










Costa Rica, Mexico, Peru, Venezuela

- construction permits

U.S. (see comment)



Argentina, Bolivia, Canada, Chile,










Colombia, Costa Rica, Mexico, Peru, Uruguay, 

                                                                                                                                 Venezuela

- business operating licenses
U.S. (see comment)



Argentina, Bolivia, Canada, Chile, 










Colombia, Costa Rica, Mexico, Peru, Uruguay,

                                                                                                                                                

Venezuela

5.  Social security accounts

Argentina,  



Bolivia, Canada, Colombia, Costa Rica, 






Chile, U.S. 



Mexico, Peru, Uruguay, Venezuela

6.  Pension funds/accounts


Argentina, Chile,    
              


Canada, Colombia, Costa Rica, Uruguay,

Mexico, Peru, U.S. 



Venezuela

7.  Public bidding and procurement

Canada, 




Chile, Colombia, Costa Rica, Peru, U.S., 

                                                                                       
Mexico                                    


Uruguay, Venezuela 

8.  Are there any programs designed to increase
Argentina, Canada,Chile,

Mexico 

     Internet-based access to the government services
Colombia, Costa Rica,

     above or to other services?


Peru, U.S., Uruguay, 

Venezuela
Note:  If you wish to elaborate on any of the above points, please attach a separate page with your comments indicating the points to which they refer.

II. C.   Comments

ARGENTINA

1. a) The following agencies can be reached by e-mail:


-AFIP (General Tax Directorate)


-MARIA (General Customs Directorate)


-SAGPYA, PN, INDecreto, INTA, INTI, CONEA.

    b) The following can be reached by a webpage:

· President’s Office: www.presidencia.gov.ar
· CONAE – National Space Activities Commission: www.conae.gov.ar
· Office of the National Treasury Attorney: www.ptn.gov.ar
· Head of the Cabinet of Ministers: www.

· Secretariat of Public Functions: www.sfp.gov.ar
· Ministry of the Interior: www.

· Argentine Federal Police: www.policiafederal.gov.ar
· National Directorate of Migration: www.migraciones.gov.ar
· Ministry of Foreign Affairs, International Trade, and Worship: www.mrecic.gov.ar
· Ministry of Justice: www.jus.gov.ar
· Official Bulletin: www.jus.gov.ar/servi/boletin/historia.htm
· Ministry of Defense: www.

· Scientific and Technical Research Institute of the Armed Forces: www.citefa.gov.ar
· Ministry of Culture and Education: www.mcye.gov.ar
· Secretariat of Science and Technology: www.secyt.gov.ar
· National Scientific and Technical Research Council: www.conicet.gov.ar 

· Ministry of Economics, Public Works and Services: www.mecon.gov.ar
· DGI – General Tax Directorate; DGA – General Customs Directorate: www.afip.gov.ar
· Central Bank of the Argentine Republic: www.bcra.gov.ar
· National Nuclear Regulation Agency: www.arn.gov.ar
· INDEC – National Statistics and Census Institute: www.indec.mecon.ar
· INTA – National Agricultural Technology Institute: www.inta.gov.ar
· Secretariat of Agriculture, Stockraising, Fisheries, and Food: www.sagyp.gov.ar
· SENASA – National Agriculture and Food Health and Quality Service: www.senasa.mecon.ar
· Department of Legislative Information: www.infoleg.mecon.ar
· Documentation and Information Center: www.cdi.mecon.ar
· DNV – National Traffic Directorate: www.vialidad.gov.ar
· Ministry of Labor and Social Security: www.trabajo.gov.ar
· ANSES – National Social Security Administration: www.anses.gov.ar
· Ministry of Health and Social Action: www.

· ANMAT – National Drug Administration: www.anmat.gov.ar
· Secretariat of Sport: www.deportes.gov.ar
· Secretariat of Natural Resources and Sustainable Development: www.sernah.gov.ar
· ENOHSA – National Wastewater Agency: www.enohsa.gov.ar
· Secretariat of Social Development: www.sds.gov.ar
· Secretariat of Communications: www.secom.gov.ar
· CNC – National Communications Commission: www.secom.gov.ar/cnc
· Secretariat of Culture: www.

· National Commission for Museums and Historical Monuments and Places: www.monumentos.org.ar
· Secretariat of Small and Medium-sized Business: www.sepyme.gov.ar
· Secretariat for “White Helmets” International Humanitarian Assistance: www.cascosblancos.org.ar
· National Senate: www.senado.gov.ar
· Chamber of Deputies: www.diputados.gov.ar
· Government of the City of Buenos Aires and Provincial Governments: www.buenosaires.gov.ar; www.neuquen.gov.ar
· People’s Defender – National Ombudsman: 

· National Women’s Council: www.cnm.gov.ar
2.  The services of www.djonline.com.ar allow the submission of sworn tax returns and benefit contributions by means of an electronic data transfer system (AFIP General Resolution 474/99).

The taxes in question are the following: profit; personal assets; VAT (value added tax); domestic taxes; social security; SICORE (VAT and profit withholding regime); tax on assumed minimum earnings.

In addition, payments can be made through bank transfers, which are themselves a type of electronic commerce. 

3. Through the MARIA data-processing system.

4. a) Through the MARIA data-processing system.

    c) Not necessary because they are municipal procedures.

5. The Single Worker Identification Code (CUIL) and the Single Taxpayer Identification Code (CUIT) can be obtained over the Internet. The National Social Security Administration (ANSES) supplies these certificates over the Internet, and they are as valid as those given out by the ANSES offices across the country.

6. Accounts can be managed or consulted through ATMs, which are in themselves a form of electronic commerce.

7. The Official Bulletin publishes public auctions, as do the on-line editions of local newspapers.

8. There is a National Intranet Project for tracking files that the Secretariat of Public Functions (SFP) is promoting, in addition to those of the “argentin@internet.todos” program described above.

COLOMBIA

· The government presented a bill, which should be passed in June 1999, which defines and regulates the use of data messages, electronic mail and digital signatures and sets conditions for the operation of certification bodies. 

The bill will promote greater use of the Internet and electronic commerce in both government and private sectors.

· The start up of a program known as “Siglo XXI” is planned for the second half of 1999. The program allows procedures for foreign trade operations to be made entirely via the Internet.

· For domestic tax collection, a computerized system is being developed which enables users to make payments electronically.

COSTA RICA

Note in connection with item 8:   According to studies carried out by Radiográfica Costarricense (RACSA), a Costa Rican Internet service provider, the main problem facing the development of electronic commerce in the country is a lack of confidence on the part of consumers. To make progress in this regard, the country’s first Electronic Payments Window has been created, enabling customers to electronically cover their bills for different services, such as newspaper subscriptions, professional associations, Internet fees. In the coming months, it is hoped that they will be able to pay for other services, such as their water, electricity, and telephone bills.

The idea of the project is to familiarize users with these kinds of services so that they gain the confidence necessary to carry out electronic transactions. 
MEXICO

Note in connection with item 6: In some cases.

Note in connection with item 7: Only for information on auctions and requests for tenders.

PERU

Note in connection with item 1: There are 38 major government agencies which may be contacted through electronic means, namely: Banco Central de Reserva del Perú (BCRP), Comisión de Promoción de las Inversión Privada (COPRI), Comisión de Tarifas Eléctricas (CTE), Comisión Nacional Supervisora de Empresas y Valores (CONASEV), Comisión para la Promoción de Exportaciones (PROMPEX), Congreso de la República, Corporación de Desarrollo de Lima y Callao (CORDELICA), Defensoría del Pueblo, Escela de Suboficiales de la Fuerza Aérea del Perú, Escuela Nacional de Marina Mercante Almirante Miguel Grau (ENAMM), Instituto de Salud del Niño, Instituto Geofísico del Perú (IGP), Instituto Geográfico Nacional (IGN), Instituto Nacional de Becas y Crédito Educativo (INABEC), Instituto Nacional de Defensa Civil (INDECI), Instituto Nacional de Investigación y Capacitación de Telecomunicaciones, Instituto Nacional de Defensa del Consumidor y la Propiedad Intelectual (INDECOPI), Ministerio de Industria, Turismo, Integración y Negociaciones Comerciales Internacionales (MITINCI), Ministerio de Educación, Ministerio de Promoción de la Mujer y el Desarrollo Humano (PROMUDEH), Ministerio de Relaciones Exteriores, Ministerio Público - Fiscalía de la Nación, Ministerio de Agricultura, Ministerio de Economía y Finanzas (MEF), Ministerio de Energía y Minas (MEM), Ministerio de Justicia, Ministerio de Trabajo y Promoción Social (MTPS), Ministerio de Transportes, Comunicaciones, Vivienda y Construcción (MTC), Instituto Nacional de Estadísticas e Informática (INEI), Oficina Nacional de Procesos Electorales (ONPE), Organismo Superior de la Inversión Privada en Telecomunicaciones (OSIPTEL), Marina de Guerra del Perú, Poder Judicial, Proyecto para Ahorro de Energía, Registro nacional de Identificación y Estado Civil (RENIEC), Superintendencia Nacional de Administración Tributaria (SUNAT) y Superintendencia Nacional de Administración Aduanera (SUNAD)    

Note in connection with item 4: Since 1990, importation and exportation of goods and services in Peru is free and therefore require no special import or export permits.

Note in connection with item 8:  Yes - Basic access to telecommunications services and distance education programs through Internet.

U.S.A.

Note in connection with item 1: Access to government agencies via the Internet - most US government agencies have web sites with extensive information regarding their mission.  Many government forms, such as tax forms and personnel directories, are available.

Note in connection with item 2: Federal taxes may be filed via the internet.  The ability to pay state taxes on line varies by state.

Note in connection with item 4:  Obtaining construction permits and/ or business operating licenses varies by local jurisdiction.

Note in conneciton with item 5: The Social Security Administration has an extensive web site which provides information regarding social security benefits, forms and an e-mail address to send questions.  Personal account information is not available.

Note in connection with item 6: Some information regarding government pensions may be accessed on the internet.

Note in connection to item 7: The 1997 Presidential directive makes a commitment to move to electronic procurement by the year 2000.

Note in connection to item 8: Commerce Secretary Daley has made a commitment to make the Department of Commerce a digital department by 2002.  Many US government agencies are changing the way they process information to increase access via the Internet.

( Note: This document contains information supplied by eleven national delegations: Argentina, Bolivia, Canada, Chile, Colombia, Costa Rica, Mexico, Peru, Uruguay, United States and Venezuela. This information has been reproduced as it was submitted and has not been summarized.  Regarding item I.B, one of the delegations provided the complete text of the most relevant decrees, laws and regulations the topics covered in the questionnaire.  The submission on this information is voluntary and the full text was not included in this document, but is available interested delegations.


� Definitions according to Argentine Law:


LAW: That which emanates from the exercise of the legislative function. No legislative production can take place without the intervention of the National Congress (with its two Chambers: Senators and Deputies).


DECREE: An act of power that expresses the will of the executive branch within the juridical order. Depending on its legal effects it can be an administrative act (individual effects) or an administrative regulation (general effects).


ADMINISTRATIVE REGULATIONS: All unilateral declarations made through the exercise of the administrative function, which directly produce general legal effects. Regulations can assume several different forms: decrees, resolutions, ordinances, circulars, etc.





Costa Rica has not adopted a specific legal framework for any of these issues; it should be noted, however, that its general laws for contracts, intellectual property, and consumer protection are applicable to transactions of this type.





United States:  The regulatory framework does not lend itself to the classification provided in the table.  A descirption of the regulatory framework that applies to each one of the catogories included in this questionnaire is provided in section B.  





� Canada has adopted The Connecting Canadians Initiative.





� The Canadian federal government has issued a policy statement, proclaiming that there will be no new taxes or new reporting requirements for electronic commerce activities.





� Canada’s approach to privacy protection in electronic transactions is outlined in Bill C-54, currently before Parliament, which is expected to be passed into legislation by December 1999.


�  The Canadian federal government has announced a cryptography policy on security and encryption issues.


� They come into force following their publication in the Official Bulletin (B.O.).





�  Although the Law is not specifically for promoting electronic commerce and/or the Internet, it could constitute a foundation for such purposes.





�  The regulations that will cover these points are currently being negotiated. Different government agencies and the private sector are participating in the drafting process.


�Peru will sign WTO’s TRIPS Agreement in the year 2000. Peru is considering to sign the WIPO Agreement on Performance or Execution of Phonograms (1996).


� General comment:  Electronic commerce as such is not regulated in our country and, as it often occurs, problems must be solved, when they arise, in the context of general norms that regulate commercial activity.  


The legislation mentioned can be found on the Web Site: � HYPERLINK "http://www.parlamento.gub.uy/" ��http://www.parlamento.gub.uy/�






