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INTRODUCTION

Electronic commerce has expanded from a small number of Electronic Data Interchange (EDI) business-to-business transactions between known parties to a complex web of commercial activities which can involve vast number of individuals. The current movement from closed network to open network communication systems poses significant challenges to the international trading system. Open networks such as the Internet offer the possibility of interactive communication between parties and new ways of doing business, new channels of distribution and new methods of reaching the customer. However, they also bring insecurities and concerns. The explosive growth in use of information systems has made provision of proper security essential. Access to secure networks and establishment of security standards have emerged as general user requirements. Generally accepted procedures and rules are needed to provide conditions to increase the reliability of information systems. 

For businesses and government to function in this environment, it is critical to have a mechanism that authenticates electronic communications reliably and securely. There must be confidence that there are ways to prove the origin, receipt and integrity of the information and that it is possible to identify the parties involved and to associate those parties with the contents of a communication. Without such mechanisms, the technical and legal security of transactions will not be adequate to prevent unauthorized access, fraud, and other commercially detrimental risks.

Before addressing the legal issues on this area, this introductory section sets out the scope and basic elements of security related to electronic commerce. It also describes the technological means being used to facilitate the creation of a secure and predictable legal environment to foster the development of electronic commerce. 

Security of Information Systems

Security of information and communications systems involves the protection of the availability, confidentiality and integrity of those systems and the data that are transmitted and stored on them. Availability is the property that data, information, and information and communication systems are accessible and function on a timely basis in the required manner. Confidentiality is the property that data or information are not made available or disclosed to unauthorized persons, entities and processes. Integrity is the characteristic of data and information being accurate and complete and entails that data or information have not been modified or altered.
Security and authentication mechanisms, particularly those based on cryptographic technologies, can help to address many of the challenges presented by open networks. 
Cryptographic Technologies: Encryption and Digital Signatures 

Historically, cryptography has been used to encode information to conceal secret messages and to secure private communications using codes and ciphers. Cryptography is an important component of secure information and communication systems and an essential technology for enabling electronic commerce. It is a discipline that embodies principles, means and methods for the transformation of data in order to hide its information content, establish its authenticity, prevent its undetected modification, its repudiation and unauthorized use. It can be used to protect the confidentiality of data whether in storage or in transit. A variety of applications have been developed to provide data security, but the two most important are: encryption/decryption (for ensuring the confidentiality of data) and digital signatures (to verify the integrity of data or the authentication of the sender of a message).

Encryption provides for confidentiality: keeping information protected from unauthorized disclosure or viewing by mathematically scrambling the original text. Encryption technology encodes computer files so that only someone with special knowledge, such as a unique secret “key” can read them. The use of strong encryption technology protects consumers and businesses against fraud and theft over the computer networks used in electronic commerce. 

Cryptography functions by using digital keys (a unique combination of ones and zeros) that can be employed by an individual user to encrypt, decrypt and verify digital data. With cryptography, any type of digital information --text, data, voice or images-- can be encrypted so that only individuals with the correct key can make it comprehensible.  For most encryption techniques the bit length of the key (the number of digits) can be used as an approximation of the strength of an encryption program. The stronger the algorithm and the longer the string, the harder it is to break. 

There are two major cryptographic methods: “secret key” and “public key” cryptography. The simpler form is known as “secret key” or symmetric encryption. To decipher the message, it requires both parties to pre-arrange the sharing of the single key that is used for both encryption and decryption. “Public key” cryptography works with two keys, a public and a private key. The public key is available to anyone in a directory or posted on the internet. The private key is kept secure, known only to the user. Public key cryptography thus permits the secure transmission of data across open networks such as the Internet without the necessity of previously exchanging a secret key. Without access to the correct key, data encrypted to ensure confidentiality can only be decrypted into understandable plain text by using “brute-force” techniques, i.e., trying all possible variations of the key.

If public key cryptography is to work on a large scale for electronic commerce, one of the main problems to be solved is the trustworthy distribution of public keys. Through a certification authority or trusted third party, a trusted agent who manages the distribution of public keys or certificates (containing the public key and identifying information which confirms that both the key holder and the certificate issuer are who they say they are). Two basic types of solutions have emerged:

(i)  the informal web of trust operates in the context of established relationships;

(ii) a public key infrastructure where certificate authorities authenticate public keys, to verify the identity of the parties exchanging encrypted information over a network.

A digital signature is an electronic identifier created by a computer and attached to an electronic document. A digital signature has the same properties as a handwritten signature but should not be confused with electronic replicas of a handwritten signature. Several different methods exist to sign documents electronically, varying from simple to advanced methods. They could include a sophisticated biometric device such as a finger print computer recognition system or the entry of a typed name. Electronic signatures allow the recipient of electronically sent data to verify the origin of the data (authentication of data source) and to check that the data are complete and unchanged and thereby safeguard their integrity. Additionally they are endowed with the function of non-repudiation, meaning proof that a transaction occurred, or that a message was sent or received, thus one of the parties to the exchange cannot deny that the exchange occurred. 

ISSUES

The use of cryptography raises a number of important issues both on technical and public policy matters. Generally they are divided in the two basic areas mentioned above: encryption and digital signatures. 

Protection of Privacy versus Public Safety Concerns

A critical issue presented by cryptography is the perceived conflict between confidentiality and public safety. While the use of cryptography is important for the protection of privacy, there may be a need to consider appropriate mechanisms for lawful access to encrypted information. The challenge is then to balance concerns for the protection of privacy and the confidentiality of the business information with the needs of the law enforcement and national security.

On the one hand, governments would like to encourage wider use of cryptography, both to facilitate electronic commerce and to enable users to protect data by keeping communications private during transmission, securing stored data, or providing assurances about who has sent a particular message or signed an electronic contract. At the same time, governments are concerned about the implications that the widespread use of cryptography may have for law enforcement and national security since these technologies may also be used for illegal activities, which can affect public safety, business and consumer interests.

Some governments are considering “key escrow,” “key recovery” or trusted third party systems as options for managing the commercial use of cryptography technologies to ensure public safety and national security.  Under certain prescribed conditions, a backup decryption capability allows authorized persons to decrypt cipher text with the help of information supplied by one or more trusted parties who hold special data recovery keys. People who use encryption must file their secret keys with the government or a third party, or include decoding information along with the message, in order to allow decoding of either stored messages and/or communications as they actually occur (real time access). Some argue that regulatory measures risk slowing down the rapid evolution of security technologies that can be used over open networks, hence creating obstacles to electronic commerce.

Whether to regulate encryption has become a vital point of discussion in international trade, especially since the discussion centers on the reach and strength of restrictions on the export of encryption technology. 

Validity of Digital Signatures

International business transactions raise questions regarding the conditions and requirements for the recognition, effect and enforceability of digital signatures. In many countries, laws and regulations require written documents for certain transactions. Thus, only written signatures, seals or other formalities can satisfy legal requirements. Ideally, no law should discourage the use of technologies when the appropriate legal requirements have been met. Therefore, legal recognition of an electronic signature should not be discriminated against solely on the grounds that it is in the electronic form, as the legal effects of electronic signatures are essential for an open and trustworthy system for electronic signatures. In some instances certain adaptations to existing laws in light of new technologies may be required.  In other cases, however, it is necessary to pass special laws to ensure the validity of digital signatures.

International Standards: Seeking a global solution

One of the main challenges with respect to encryption is the creation of a globally interoperable system and policies that provide a high level of security that can be trusted by users. Security of information systems is an international matter because the information systems and the ability to use them often cross national boundaries and the issues to which they give rise may most effectively be resolved by international consultation and cooperation. Indeed, given the disregard of information systems for geographical and jurisdictional boundaries, agreements may be most effective if reached at an international level. Conflicting national solutions could have an impact on the development of global electronic commerce.

Public or private sector solutions?

While establishing trust in economic transactions has traditionally been a role for government, technological solutions to security and authentication call for the private sector to play an increasingly leading role. Industry self-regulatory efforts can be a powerful and effective approach to increase reliability of information systems. Otherwise, the systems and their underlying technologies may not be exploited to the extent possible and further growth and innovation may be inhibited. 

QUESTIONS TO BE CONSIDERED BY THE COMMITTEE

International Standards: Seeking a global solution

· Is it possible to develop compatible standards, measures, practices and procedures for the security of information systems? If so, what should be the basis to formulate policies and legislation relating to the use of cryptography. How can internationally comparable criteria for encryption of electronic information be developed?

· Are current rules and practices applicable and sufficiently developed for the creation of an international cryptography policy? 

· How can the benefits from efforts to develop standards for authentication and certification technologies for electronic commerce be assured for businesses and consumers?  How can governments and the private sector facilitate the use of those technologies and mechanisms? Who should lead: the public or the private sector? 

Law Enforcement Concerns

· What types of solutions can be developed that will limit criminal misuse without unduly restraining the development of electronic commerce? 

· What is the best way to strike the appropriate balance between some level of government regulation and encouraging market-based solutions? 

· How can governments provide the benefits of cryptography to legitimate users, without empowering criminals to use it for illegal purposes?

· With respect to public key cryptography, what should be the nature of the keys employed and who should control the cryptography keys? Should there be a difference in the preferred approach when dealing with access to stored data or to real time communications?

· Should certification authorities be government or commercial entities?

· How can governments ensure that regulation is not used for protectionism or to establish trade barriers?

Validity of Digital Signatures

· Are special laws and/or regulations needed to recognize digital signatures based on cryptography, or should existing laws be updated to foster the migration from a paper-based to a digital environment?

·  How can countries guarantee the formation and validity of contracts and other documents created and executed in or by means of information systems? 

· What should be the criteria for enabling digital signature technology: uniform rules or minimum standards? 

WORK BEING DONE IN OTHER FORA ON THE ISSUE: INSTITUTIONS/ PROGRAMS

International Chamber of Commerce (ICC) has published a draft of “Uniform International Authentication and Certification Practices” (UIACP) and issued "General Usage in International Digitally Ensured Commerce" (GUIDEC) guidelines for ensuring trustworthy digital transactions over the Internet (similar to ICC’s Uniform Customs and Practices for Documentary Credits, Incoterms)

International Standards Organization (ISO/IEC) has developed standards for electronic signatures, cryptography, authentication and certification, and has been involved in the development of criteria for mutual acceptance of certification authorities, trusted third parties (TTP) and infrastructure for their management and use on an international basis. 

International Telecommunications Union ITU) has been engaged in developing standards on communication system security for multimedia terminals, standards for e-commerce related to infrastructure and security.

OECD. The OECD has worked in the areas of security and cryptography, reviewing the existing legislation and practices of member countries. It adopted the “Security Guidelines” and "Guidelines for Cryptography Policy" setting out principles to guide countries in formulating their own policies and legislation. The OECD also prepared an "Inventory of Approaches to Authentication and Certification in a Global Networked Society" and an "Inventory of Controls on the Use of Cryptography Technologies" (“Cryptography controls Inventory”). 

UN-CEFACT provides the only international standard for electronic data interchange, the “UN Electronic Data Interchange for Administration Commerce and Transport (UN/EDIFACT).”

UNCITRAL the Working Group on Electronic Commerce is tasked with the preparation of uniform rules on the legal issues of digital signatures and certification authorities.  

UNCTAD has developed the Secure Electronic Authentication Link (SEAL), designed to facilitate the electronic exchange of trade information.  SEAL constitutes a secure framework for the cross-certification and interchange of data between national certification authorities. 

Universal Postal Union (UPU) has developed a global framework for data security (encryption services) and completed a notional encryption policy that all post offices will use as a template. It has also reached an agreement on minimum specifications for global compatibility of encryption services.  The UPU has also been involved in the development of a global framework for digital signature compatibility as well as face to face authentication through worldwide postal outlets. 

World Customs Organization (WCO) has mainly focused on the implementation of EDI standards, particularly those related to the development of Customs UN/EDIFACT messages. It is also examining security issues such as authentication, encryption relating to the electronic transmission of information. 

GLOSSARY OF TECHNICAL TERMS:

Authentication  refers to a function for establishing the validity of a claimed identity of a user, device or another entity in an information or communication system.

Certification mechanisms can provide guarantees about information in the electronic environment to reduce uncertainty in electronic transactions between parties or systems. 

Cryptography is the discipline that embodies principles, means, and methods for the transformation of data in order to hide its information content, establish its authenticity, prevent its undetected modification, prevent its repudiation and its unauthorized use.

Decryption is the inverse function of encryption: that is, the process of changing ciphertext into plain text.
Digital signature is a cryptographic transformation of data that provides the services of origin authentication, data integrity and non-repudiation of the signatory.
Encryption means the transformation of data by the use of cryptography to produce unintelligible (encrypted) data to ensure its confidentiality.

Integrity refers to the property of data or information that has not been modified or altered in an unauthorized manner.

Public key cryptography is a form of cryptography that utilizes an algorithm based on two related keys: a public key and a private key. The two keys have the property that, given the public key, it is computationally impossible to derive the private key.
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