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Protection of privacy in Electronic Commerce
1.  Privacy: background to the issue
ADVANCE \d4

ADVANCE \d4The growth in the use of the Internet as a tool for conducting business, domestically and internationally, raises significant new questions regarding the relationship between consumers and business.  It also presents policy-makers with new challenges with respect to two seemingly disparate goals: creating an environment where the rights of citizens are protected, while   avoiding unnecessary restrictions on transborder flows of personal data that could inhibit the potential growth in electronic commerce.  As electronic commerce becomes more widespread, its growth in the long run may be stunted because of the privacy concerns of consumers.  Surveys of citizens and Internet users show distrust of using the Internet because of fears of misuse of their personal information.

What is privacy?
There are three aspects to privacy. First, there is the right to enjoy a certain amount of personal life free from unwanted interruptions or intrusions. Second, there is the right to communicate with other people without unwanted surveillance. Third, there is the right to control access to information about one's personal life.  Consumers increasingly perceive that new information technology threatens all three forms of privacy.

What are the threats to privacy?
ADVANCE \d4The greatest new threat to privacy is the growing capacity of information technology to collect and distribute personal information. This has been a problem for many years but recent developments have greatly increased the potential for harm. More personal information is being stored in electronic data banks every day. Each time an individual uses a credit card, rents a video or makes a telephone call, a record is entered into a computer. Barcode scanners make it possible to record detailed information about a consumer's shopping habits. By cross-matching data from several sources it is possible to create a detailed portrait of an individual's lifestyle, tastes, political views and health. Individuals can be denied credit, insurance or employment on the basis of information in a data bank they have never heard of. As the number of data banks increases the potential for errors, fraud and unauthorized access increases. Sharing of information between data banks creates the risk that an error in one computer will be passed on to other systems before it can be corrected.  

Why the need for a common privacy protection regime?
As a consequence, the aim for creating a widely applicable regime of privacy protection is to build a trust relationship based on generally accepted principles between business and clients in an environment in which (i) electronic means for collecting, storing, transmitting, processing, and using personal data is becoming increasingly common and (ii) the liberalization of trade in goods and services is making the collection, storage/ access, transmission, processing, and use of personal data increasingly transnational.

Self-regulation or government legislation: What model is appropriate?
In dealing with possible harm to consumers resulting from such practices, several models of privacy protection have evolved, ranging in the degree of government intervention they require.  These models, or regimes, range from industry or sectoral self-regulation, which requires voluntary compliance on the part of companies within an industry to privacy standards developed at the industry level; to regulations and legislation which require companies to follow certain practices and disclose their policies regarding the protection of individual data. The problem with voluntary standards is that they often cannot overcome the pressure of the bottom line. Computer technology has made personal information a valuable commodity. Companies which see the potential to make substantial profits by selling information on their customers may not be deterred by a purely voluntary code of conduct.

At the other end stands the European Union Directive (95/46/EC) on the protection of individuals with regard to the processing of personal data, which is currently being enacted into the legislation of member countries and is intended to provide a uniform high level of protection of personal information.  A key element of the Directive (Article 25) is a requirement that anyone in a non-EU country who wishes to receive personal information from an EU member must ensure adequate levels of protection for information.  However, different countries have different traditions and approaches to privacy protection, making it difficult for one country to assess the "adequacy" of another country's privacy regime.  For example, the United States has relied on a mix of sector-specific legislation, regulation, private sector codes of conduct, and market forces to achieve privacy protection. 

It is clear that strong privacy protection is needed if electronic commerce is to flourish.  But this protection must also trive not to restrict the free flow of information, which is one factor that makes electronic commerce such a powerful tool for businesses and consumers.  This would indicate that a solution based on common guidelines, such as the 1980 OECD Privacy Guidelines and the 1998 OECD Ottawa Declaration on Privacy, are valuable in helping countries with different traditions develop effective privacy protection and avoid potential trade disputes based on data privacy concerns. 

Some countries in the hemisphere have begun the work of developing and adopting legislation in an attempt to deal with privacy issues and find the optimum balance between protecting the privacy needs of consumers and ensuring that information flows are not constrained in such a way as to inhibit the growth of electronic commerce. The private sector has also been involved in developing technical standards that allow consumers to choose the level of privacy they desire when navigating the Web or when engaging in electronic transactions. 

2. For discussion:
Collection and handling of personal information: 

· What aspects of data collection and usage are important in the conduct of electronic commerce? 

· Are consumers aware of the purposes for which personal information is being collected over the Internet, and of their rights and means of redress in case the information is misused? 

· Has the consumers consent been requested/ obtained at the timethe information was collected, and before any personal information is used for purposes other than those for which it was originally collected?

· How can sensitive data best be protected in an electronic environment  (e.g. an individuals ethnic or racial origin, political or religious beliefs, trade union membership, health or sexual life, etc.)?

Issues of jurisdiction:
· Whose legislation applies - e.g., when a service provider (bank, insurance company, etc.) operates in several countries and has access to the personal information of the consumers/ citizens of those countries, whose standards can they be expected to apply in matters of privacy?

· What existing international legislation applies with regard to the protection of privacy?

· In the absence of such privacy protection legislation, or in the event that enforcement mechanisms, or mechanisms for redress in case the laws are violated, are considered inadequate, what can the governments in the hemisphere do to improve privacy and to ensure that the electronic transfer of information does not compromise the privacy of individuals?

The role of government in protecting the privacy of individuals:
· How can governments ensure that their citizens privacy is adequately protected?

· What is the state of the legislation in the countries of the hemisphere with respect to the protection of privacy? 

· Could differences between data protection laws become an obstacle to commerce between countries in the hemisphere?

The role of the private sector in protecting the privacy of individuals:
· What can the private sector do to minimize the risk that information is used in any way that may harm the privacy of the customer, or that may harm the consumer (through fraud, unsolicited advertising, services or merchandise, etc.)?

· What technology exists and what standards have been adopted to ensure that individuals may choose the level of protection they desire when making transactions over the Internet?

3. Work in  international fora relating to the protection of privacy in electronic commerce:
Several initiatives aimed at protecting personal privacy in the evolving electronic environment have been undertaken in various international fora. Among them are the following:

OECD: In 1980, the OECD adopted the Guidelines on the Protection of Privacy and Transborder Flows of Personal Data. OECD members have since determined to examine the various approaches to privacy protection adopted by the Member countries; provide practical guidance for best practices drawn from governments and the private sector; and develop international educational programmes, and policy initiatives such as technological cooperation and model transborder data flow contracts.

International Organization for Standardization (ISO): Various Technical Committees are currently engaged in developing international standards on privacy or are addressing issues of privacy on a sectoral basis (e.g. banking, health). 

International Telecommunications Union (ITU): The ITU has worked in the area of privacy techniques for digital certificates and certification authority issues, and is conducting work on further developing standards for electronic commerce issues, including privacy.  The ITU continues to work with government and industry to create global consensus on personal privacy protection regulation.

United Nations (UN): The General Assembly adopted the Guidelines Concerning Computerized Personal Data Files in December 1990.  The Guidelines contain general principles concerning the minimum guarantees that should be provided in any national legislation dealing with the collection, storage, use and transmission of computerized data files. They include such principles as accuracy, specification and content, non-discrimination, security, and the free transborder flow of data in the presence of comparable safeguards.

UNCITRAL: In 1996, UNCITRAL adopted a Model Law on Electronic Commerce, whose provisions are intended to apply to any kind of information in the form of a data message used in the context of commercial activities.  

UNESCO: Has been active in the organization of international meetings on cyberspace law, covering issues of privacy.

World Trade Organisation (WTO): GATS Article XIV is relevant to the right of WTO Members to take measures necessary to protect the privacy of individuals in relation to the processing and dissemination of personal data, as well as the confidentiality of individual records and accounts.  The WTO has established a work programme on electronic commerce, where issues relating to privacy on the Internet will likely be addressed. 
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