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Criminal and Civil Responsibility in Electronic Commerce

1. Issue

For electronic commerce to succeed, merchants must be able to obtain reliable information to ensure payment, while consumers must be confident that the information they provide will not fall into the hands of third parties who might use it to buy other goods and services on the consumers' credit account or breach their privacy by scrutinizing and tampering with their personal records.  Uncertainty still exists on such matters as whether agreements entered into electronically are enforceable, how the operative terms of online contracts will be determined by the courts, and what rights parties have to online information.

In any transaction, whether between two businesses, between a business and a consumer, or between a firm and a government entity, the validity of forming contractual relationships electronically must be legally ensured.  All parties to an electronic transaction must feel assured that the legal framework which governs traditional commercial transactions is also applicable to contractual obligations acquired using electronic technologies.  In an increasingly global, electronic marketplace, producers, intermediaries and consumers must know their rights and obligations, as well as the type of redress they may obtain in case their rights are not respected or the obligations are not met.

Technology and the law in electronic commerce

Creating certainty in this evolving marketplace requires that the technology for engaging in secure electronic transactions be widely available to merchants and consumers. Strong encryption, digital signatures and other authentication devices contribute to enhance the security of on-line transactions. Nonetheless, some systems remain vulnerable to juvenile pranks and criminal tampering, creating uncertainty on the part of buyers and sellers when engaging in commercial activity over open electronic networks, and possibly impeding the growth of electronic commerce. 

In addition, the laws, rules and regulations governing electronic transactions need also be compatible across jurisdictions and the liabilities of the parties to an electronic transaction must be relatively easy to determine. Many jurisdictions (both at the local and at the national level) have not yet adequately addressed questions such as how to contract via an on-line network, what constitutes a "signature" in the on-line environment, and whether and to what extent on-line contracts are enforceable.  This situation creates uncertainty in the electronic marketplace and raises the specter of non-compliance, breach of obligations, and the ensuing costly lawsuits.  In particular, lawmakers must deal with the question of liability of the growing number of intermediaries that appear in an open electronic environment, i.e. trusted third parties, certification authorities, Internet payment service providers, anonymous remailers, Internet service providers and others. Another issue that remains unresolved is how judgments rendered in one jurisdiction may be enforced against a business in another.

Considering that for any given transaction, each intermediary as well as the seller and the buyer may be located in a different jurisdiction or a different country, it is important that consensus be reached at the international level regarding some basic legal standards regarding terms and conditions for engaging in on-line commerce.

Civil responsibility issues in electronic commerce

Several types of contractual and non-contractual issues arise in an electronic trade environment:

(i) Contractual

· The legal recognition of digitally signed (or otherwise properly authenticated) documents and contracts is essential for ensuring the validity of electronic contracts.  Governments may enable electronic contracting by developing facilitating legislation and offering clear guidelines for the treatment of electronic signatures.  They may also assist businesses in identifying the appropriate technologies for authentication in a non-prescriptive manner.

· In developing norms and rules for the conduct of electronic commerce, governments must be aware of liability issues that may impede the development of electronic commerce.  They may also need to work with business to identify areas where liability rules are required, and to decide how liability should be allocated among different parties in electronic commerce.  The role of international coordination should be seriously considered in resolving questions of liability, due to the increasingly global nature of both the medium and the transactions.  

For example, a liability issue that is already becoming commonplace is that related to harmful content as well as false advertising and illegal marketing practices distributed via electronic networks.  Are access providers or online services acting as publishers when they distribute materials that they have not created or edited? Should they be able to disclaim responsibility for material they distribute but not create? Should liability, in this case, rest with the author alone?

· The issue of the applicable law and choice of form in cyberspace remains unsettled.  Various international bodies, such as the International Chamber of Commerce and UNCITRAL, as well as individual governments, are currently seeking solutions.

An unresolved question is whether a particular communication in cyberspace is controlled by the laws of the country where the transmission originated, the laws where an Internet service provider is located (which may be in a different country), the laws where the item is accessed, or all of the above?

(ii) Non-contractual

· Intellectual property rights protection is a key area in an information economy. Despite the fact that there is a significant level of international cooperation in the area of intellectual property rights, there are still conflicting issues to be solved, i.e. trade marks and domain names. 

· Data protection and the privacy of users are another key area in an information-driven economy. There exist two distinct sides to the data protection aspect in electronic commerce: personal data collected in traditional mechanisms and made available over the Internet, and data protection issues arising from monitoring of our own on-line activities.  

Criminal activities in cyberspace

Many of the criminal activities in cyberspace involve the consumer. Electronic commerce fraud and computer crime (which entails obtaining unauthorized access to data stored on a personal or a company computer) are now generally known as the most pervasive forms of cybercrime in electronic commerce. Other concerns shared by law enforcement officials around the world in an electronic age include the potential use of networks to facilitate money laundering, counterfeiting of electronic cash or digital signatures, other forms of "cybertheft," and the growing likelihood of the inauditability of transactions. 

The falling costs of communications also makes it easier for some individuals to engage in international cybercrime.  Internet offshore fraud may become a serious threat to investors worldwide.  When considering an Internet fraud that involves a foreign jurisdiction, a country's enforcement division must address issues associated with investigating and prosecuting foreign entities and individuals, from serving subpoenas to locating assets and extradition.

Technology has already begun to provide some solutions regarding the security of Internet transactions. Cryptography and digital signatures are essential for users to protect themselves against fraud.  Many countries have in place consumer protection programs that are comprised of an extensive array of laws, regulations and practices, overseen by various government agencies.  The private sector has also contributed through significant efforts at self-regulation, the dissemination of best practices, and setting up redress mechanisms outside of the traditional legal channels. Still, the issue of determining responsibility in cyberspace remains a challenge to law-making and law-enforcing authorities, particularly as the international scope of criminal activities expands.

2.  Questions for discussion

Is the existing legal framework appropriate for or amenable to the new requirements posed by electronic commerce?  

How can governments ensure that the legal systems of their countries are able to adapt to the changing responsibilities of the players in the information economy? What can governments do to ensure that commercial laws are updated and harmonized (where necessary) nationally and internationally?

Civil responsibility

Companies face a legal uncertainty in electronic commerce.  The question is how to balance the flexibility given to companies to make a contractual choice of law and an obligation to apply the overriding rules of law (the need to enforce the law of different jurisdictions with due regard to public policy concerns)?

What can governments in the Western Hemisphere do to achieve the appropriate level of international cooperation with respect to legal issues that touch on cross-border or cross-jurisdiction contractual rights and obligations of the parties engaged in electronic transactions?

Criminal responsibility

What constitutes a cyberspace offense?  How can the liability of the intermediaries (i.e. Internet service providers) be determined in cases involving the distribution of material or activities that are deemed criminal in some jurisdictions?

What efforts to examine consumer protection in the global electronic marketplace are already underway by private or public entities at the international, national, state or local levels? What is the status of such efforts?

What international legal instruments are available to governments in the Western Hemisphere, and how can governments improve cooperation to combat the threat of criminal economic activity via the Internet?

3.  Work in international bodies

The International Chamber of Commerce (ICC) has developed norms and mechanisms to handle  commercial disputes in the field of electronic commerce and Year 2000 (Y2K) computer problem disputes, including: ICC Arbitration under the 1998 Rules of Arbitration; ICC's Fast-track arbitration under the 1998 rules if all parties request it; Center for Expertise for use prior to any formal dispute resolution mechanism; and ICC Rules for Optional Conciliation, which can also be applied to mediation. By providing these five options, ICC offers parties a variety of high-speed, low-cost methods for resolving disputes.  

ICC has also developed a Model contract for transborder dataflows. The model clauses ensure that a data subject can have redress against a data exporter if a data importer in a country that does not provide adequate protection according to the jurisdiction of the exporter violates a privacy rule according to the laws of the country of export. As such, they hope to bridge the gap that has widened between some jurisdictions as a result of different approaches to privacy protection.

In addition, the ICC has announced the publication of E-Terms (similar to the widely used INCOTERMS in physical commerce), a repository that will give users of electronic commerce easy access to legal terms (proprietary, public or business "best practice" terms) used in e-commerce, so that they can compose their contracts fully on-line.

The ICC addresses contractual and other legal issues by encouraging industry self-regulation through interchange agreements (the ICC’s Uniform Rules of Conduct for Interchange of Trade Data by Tele-transmission (UNCID) Rules, published in 1987, were the first attempt at providing a basic framework for such agreements), rule books for electronic trading in closed communities, and through the activities of the ICC’s Electronic Commerce Project.

ICC Commercial Crime Services is in the process of setting up a computer crime unit to provide information on cybercrime to governments and the business community.  ICC is working closely with governments to combat cybercrime.

In 1996, the United Nations Centre for International Trade Law (UNCITRAL) gave its final approval to a new Draft Model Law on Electronic Commerce which contains many provisions adapting the formalities of the law to an electronic environment.  Work on the Draft Model Law is still in progress.

OECD: Consumer protection principles are addressed through the Draft OECD Guidelines on Consumer Protection for Electronic Commerce.  The Guidelines state that governments, business, consumers, and their representatives should work together to ensure that equivalent protection for electronic consumer transactions is applied by reviewing and adapting laws and practices, if necessary, to address the special circumstances of electronic commerce.
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